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Abstract Theuseof agentsin todays Internetworld is expandingrapidly. Yet,
agentdevelopersproceedlargely underthe optimistic assumptionthat agents
will be errorfree. Errors may arisein agentsfor numerousreasons— agents
may sharea workspacewith otheragentsor humansandupdatesmadeby these
otherentitiesmay causeanagentto facea situationthatit wasnotexplicitly pro-
grammedo dealwith. Likewise,errorsin codingagentsmayleadto inconsistent
situationswhereit is unclearhow theagentshouldact.n this paperwe definean
agentexecutionmodelthatallows agentgo continuingacting“reasonably’even
whensomeerrorsof the abore typesoccur More importantly in our framework,
agentdake “repair” actionsautomaticallywhenconfrontedwith suchsituations,
but while taking suchrepairactions,they canoften continueto engagen work
and/orinteractionswith otheragentghatareunafectedby repairs.

1 Intr oduction

Agentsarea rapidly growing areaof researctin artificial intelligenceand databases,
with an ever increasingrangeof applications,spanninge-commercesenersto web
searctenginesNumerougaradigmgor agentshave beenproposedn the Al literature
[11,30,27]. In pastwork, two of the authorshave beenworking on a framework called
IMPACT (Interactive MarylandPlatformfor AgentsCollaboratingTogether)14,4,26
in which they develop a theoryby which existing legagy codebasesanddatasources
canbe“agentized”.In their framework, eachagenthasa state(composecdf whateser
residedn its datastructureandmessag®ox). Wheneerthe agents statechangesthe
agentmusttake actionsin accordancevith someclearly specifiedoperatingprinciples
so asto ensurethat the resultingstatesatisfiessomeintegrity constraintsExamples
of statechangedncludereceiptof a messagea clock tick, a receiptof a servicere-
quest,receiptof a responseo a servicerequest,updateof a datasource,and mary
others Eiter etal.[14] shawv strongconnectiondetweerthe agenttheorythey propose
with classicalmethodsfor logic programmingnonmonotoniaeasoningThey further
shav how Shohams AOP (“agentorientedprogramming”)system[24] canlargely be
simulatedwithin IMPACT, andthatlarge partsof the well known belief, desiresand
intentionalityarchitecturgBDI) canbecapturedvithin theirframeawvork. Most of these
frameaworks all agreeon the factthatan agentdecideson whatto do in responsédo a
statechangeandthendoesit. However, two major problemsneedto beaddressed.



1. First, mostagentframeworks (cf. [11,30,27]) including IMPACT assumehatthe
rules usedare sufficient to appropriatelyrespondto all requeststhat arrive. Unfor-

tunately this assumptiorthat the agentdevelopercovered“all possibilities”is rather
optimistic and asunreasonablasan assumptiorthat all programsin C (or ary other
programmindanguageprebug-free.Hence thereis a questionof whatto do whenan
agentis confrontedwith a situationfor which it doesnotknow how to act.

2. Secondijn thecaseof legag systemswe notethatthelegag/ systems existing GUI

andtheagenthothaccesandupdatethe samedata.Thus,thelegag/ GUI mayalterthe
agents statein waysthatthe agentmayfind unacceptable.

An agentis saidto be corruptedif either(i) changesausedy externalentitieshave
causedhe agents currentstateto violate one or moreintegrity constraintspr (ii) the
agentis unableto find a“valid”* setof actionsto executein its currentstate(whichmay;
perhapshave beencausedy a codingerror).In this paperwe tacklethefirst problem
above — the seconds considereanly to the extentthatnoneistenceof a statussetis
becaus@f anintegrity constraintviolation.

This paperpresentstheory architectureandalgorithmssothatagentanay exhibit
two importantproperties.

1. Recovery. Agentsmustbe ableto recoser from being“corrupted”to being“uncor-
rupted:

2. Continuity . Agentsmustcontinueto processome(thoughperhapsotall) requests
while continuingto recover. This is importantwhen an agentis servicinglots of re-
quests.

The organizationof this paperis asfollows. In Section2, we presenta brief overview

of IMPACT s agentarchitecture(see[14,4,26] for more details).To this architecture,
we addonecomponent— anerror recozerycomponentvhosearchitectures described
in Section 3. In Section3, we provide a formal setof definitionsspecifyingwhat re-

questsare affected(or may be affected)whenan agentis known to be corruptedin a

certainway. Unaffectedrequestanay continueto be processedy a corruptedagent,
even while the corruptedagentattemptsto recover. Then,in Section4, we describe
specialrepair datastructuresandrepairactionswhich areto be usedby therecovery

componentThe latter may be selectedrom a repairactionlibrary, which providesa

hostof differentrealizationgor repair In Section5, we discusshow anagentcan,using

theresultsandtools of the previous section,recoser from an error. We not only shov

how IMPACT agentsmay useour reco/ery methodsbut also presenta modification
of the Kowalski-Sadriagentcycle [20] asin [14,26] which incorporateghe desired
propertiesof recovery and continuity. In section 6, we discusshow our work may be

appliedto threedifferentagentframeworks out therein the literature: Kowalski and

Sadris framework, the BDI (Belief, Desires Intentionality) framework, andthe work

of Wooldridge.Otherrelatedwork is discussedn Section7. Directionsfor futurework

arediscussedn Section8.

L with respecto thesemantic®f theagentln this paperwe will assuméhateitherthefeasible,
rationalor reasonablstatussetsemanticof agentq14,2§ is used.



2 IMPACT Preliminaries

As differentapplicationprogramsreasonwith differenttypesof data,and even pro-
gramsdealingwith the sametypesof dataoften manipulatethemin avariety of ways,
it is critical thatany notionof agenthoode applicableto arbitrarysoftware programs.
Agentdevelopersshouldbe ableto selectdatastructureghat bestsuit the application
functionsdesiredoy usersof theapplicationthey arebuilding. Figurel shavsthearchi-
tectureof afull-fledged IMPACT softwareagent.lt is importantto notethatall agents
have the samearchitectureand hencethe samecomponentsbut the contentof these
componentganbe different,leadingto differentbehaiors andcapabilitiesofferedby
differentagents.
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Figurel. BasicArchitectureof IMPACT Agents

Agent Data Structur es.As all agentsarebuilt “on top” of someexisting bodyof code,
we first needanabstractefinition of whatthatbodyof codelookslike.

o First, we needa specificationof the datatypesor datastructures;T, thatthe agent
manipulatesAs usual,eachdatatype hasan associatedlomainwhich is the spaceof
objectsof thattype. For example,the datatype count r i es may be an enumerated
type containingnamesof all countries At ary givenpoint, theinstantiationor content
of adatatypeis somesubsebdf the spaceof the data-objectassociatedvith thattype.

e The above setof datastructuress manipulatedoy a setof functions,F, that are
callableby externalprograms.Suchfunctionsconstitutethe application programmer
interface or API of the packageon top of which the agentis being built. An agent
includesa specificationof all signatureof theseAPI function calls (i.e., typesof the
inputsto suchfunction callsandtypesof the outputof suchfunctioncalls).

We usea unifiedlanguagéeo querysoftwarepackage®y leveragingfrom 7 andF.
If £ € F isann-aryfunctiondefinedin thatpackageandt,, ..., t, areterms(either



values,i.e., constantspr variables)of appropriatetypes,thenS : £(t1,...,t,) iSa
codecall. This codecall says‘Executefunctionf asdefinedin packageS onthestated
list of aguments. For evaluation,the codecall mustbe ground,i.e., all algumentst;

mustbevalues We assumehatit returns,asoutput,a setof objects—if asingleobject
is returnedjt canbecoercednto a setanyway.

A codecall atomis anexpressiorcca of theform in(t, cc) ornotin(t, cc), where
t isatermandcc is acodecall. For groundt , cca succeed$i.e.,hasansweitrue)if t
is in (resp.,notin) the setof valuesreturnedoby cc, andit fails (i.e., hasanswerfalse)
otherwiself t is avariableX, thencca returnseachvaluefrom theresultof cc, i.e.,its
answeiis the setof groundsubstitutions for X suchthatccaf returnstrue.A uniform
view of groundandnon-groundcaseidentifiesthe answertrue with the set{(} of the
void substitutiorandthe answerfalsewith the emptysetof substitutions.

For eachcodecall atomcca, we denoteby ~cca the logically negatedcodecall
atom,i.e., ~in(t, cc) = notin(t, cc) and~notin(t,cc) = in(t,cc). We extend
this naturallyto setsX of codecall atomsby ~X = {~cca | cca € X }.

A codecall conditionis a conjunctionof codecall atomsand constaint atoms
whichmayinvolve decompositiomperationsAn exampleof aconstrainatomis V.x >
25, whereV.x accessethex field of avariableV rangingover recordsthathave anx
field. It checkswhetherthe statedconditionis true;in general,constraintatomsare of
theform t4 op t, Whereop isary of =, #, <, <, >, > andty, t, areterms.

Codecall conditionsprovide a simple,but powerful syntaxto acces$eterogeneous
datastructuresFor example,the codecall condition

in(X, oracle : select(emp, sal, >, 100000)) &
in(Y, image : select(imdb,X.name)) & in(“Mary”, imagedb : findpeople(Y))

is a complex conditionthatjoins dataacrosOracleandanimagedatabaselt first se-
lectsall peoplewho make over 100K from anOracledatabasandfor eachsuchperson,
finds a picture containingthat personwith anotherpersoncalled Mary. It generalizes
thenotionof join in relationaldatabase® ajoin acrossarelationalandimagedatabase.

Eachagents alsoassumedo have acces$o amessagéox datastructuretogether
with someAPI functioncallsto accesst. Detailsof the messagdoxin IMPACT may
befoundin [14,26].

At ary givenpointin time, the actualsetof objectsin thedatastructuregandmes-
sagebox) managedy the agentconstituteghe stateof the agent.We shall identify a
state© with the setof groundcodecallswhich aretruein it.

Actions. The agenthasa setof actionsa(Xy,...,X,), where Xy, ..., X,, arevari-
ablesfor parametersthat can changeits state.Suchactionsmay include readinga
messagérom the messagdox, respondingo a messagegxecutinga requestgloning
acopy of theagentandmoving it to a remotehost,updatingthe agentdatastructures,
etc. Evendoing nothingmay be anaction.Expressionsx(t), wheret is alist termsof
appropriateypes,areaction atoms They representhe setsof (ground)actionswhich
resultif all variablesn t areinstantiatedy values.Only suchactionsmay be executed
by anagentEveryactiona hasapreconditionPre(«) (whichis acodecall condition),
asetof effects(givenby anaddlist Add(a) andadeletelist Del(«a) of codecall atoms)
thatdescribehow the agentstatechangesvhentheactionis executedandanexecution



methodwhich canbeimplementedn ary programminganguageor scriptinglanguage
thatthe userdeemsappropriateonsistingof a body of physicalcodethatimplements
theaction.

Notion of Concurrency The agenthasan associatedody of codeimplementinga
notion of concuriencycond AS, O). Intuitively, it takesa setof actionsAS andthe
currentagentstateO asinput, andreturnsa singleaction(which “combines”theinput
actionstogether)as output. Variouspossiblenotionsof concurreng are describedn
[14,2€]. They all have the propertythatthe changego the state© arerestrictedto the
codecall atomsoccurringin theaddanddeletelists of theactionsin AS. We make the
sameassumptiorin this paper

Action Constraints. Eachagenthasa finite setof action constiaints which arerules
of theform “If the statesatisfiessomecodecall condition,thenactions{a, ..., a,}
cannotbeconcurrentlyexecuted. In thepresenpaperwe disregardactionsconstraints,
sinethey canbeeasilyeliminated(see[14]).

Integrity Constraints. Eachagenthasa finite setZC' of integrity constaintsic that
statesO of the agentmustsatisfy (written O = ic resp.O = ZC), of theformy =
Xo Whereq) is a codecall condition,and x, is a codecall atom or constraintatom.
Informally, ic hasthe meaningof the universalstatement|f ¢ is true,theny, must
betrue’? For example,a functionaldependeng A1 A2 — B onarelationr in some
databas@ackagelb canbeexpressedsanintegrity constraint

in(T1,db:all(r))&in(T2,db:all(r))&(T1.A1=T2.A1)&(T1.A2=T2.A2) = T1.B=T2.B

whereall(r) returnsall tuplesin therelationr. Throughoutthis paper we assume
that the integrity constraintsare consistentj.e., there exists at leastone agentstate
O which satisfiesall integrity constraintdn ZC'. It may happenthough,thata setof
integrity constraintss not consistentDeterminingsuchaninconsisteng is, in general,
an undecidablgroblem,andthus cannot be doneby an automatectheck.However,
a softwareagentusuallyhasalegal initial stateQ, whenit is deployed, andthis state
is known (or, it might be oneout of a collectionof possiblestates) The stateO, must
satisfyall integrity constraintsThus,in the specificationof integrity constraintspnly
thosemaybeacceptedvhich hold on Oy.

Agent Program. Eachagenthasa setof rulescalledthe agentprogramspecifyingthe
principlesunderwhichtheagentis operating Theserulesspecify usingdeonticmodal-
ities, what the agentmay do, mustdo, may not do, etc. Expression®a(t), Pa(t),
Fa(t), Doa(t), andWa(t), wherea(t) is an actionatom, are called action status
atoms Theseactionstatusatomsareread(respectiely) asa(t) is obligatory, permit-
ted, forbidden,done andthe obligationto do «(t) is waived If A is anactionstatus
atom,then A and— A arecalledaction statusliterals. An agentprogram?P is afinite
setof rulesof theform:

A x& L1 & - &L, 1)

whereA is anactionstatusatom, y is acodecall condition,and Ly, ..., L,, areaction
statusliterals. Due to spaceconstraintsye do not repeatthe semanticof agentpro-

2 For simplicity, we omit hereandin otherplacessafetyaspectgseeAppendixB and[14,26]
for details).



gramshere.A brief overview is givenin AppendixA, while comprehensie detailsare
givenin [14,26].

3 Architecture and Formal Definitions

In this section,we discusshow to extendthe architecturan Fig. 1 to handlethe cases
whereagenterrorscause dueto violatedintegrity constraintsnon-existenceof valid
statussets,andwhereanagents statecanbe autonomouslypdatedy a third party.

3.1 Architecture

We assumehatthereis somemechanisnthatnotifiesthe agentwhenits statehasbeen
changedy athird party Thus,we mayassumeén abstractiorthateveryagenta receves
messagesf thefollowing forms:

1. ask(b, cca), whereagentb is askingagenta the answerto a codecall atomcca =
in(t, cc) resp.cca = notin(t, cc), wheret is atermandcc is ground.

2. tell(b, cca, ans), whereagentb is telling agenta the answerans to a codecall
atomcca of thepreviousform.

3. done(cca,ans™, ans™), wherecca is acodecall atomandans™, ans™— aresetsof
groundsubstitutionslts meaningis thatathird party (which may notbe anagent)has
updatedagenta’s statesothatthe answerto cca haschanged— the new answeris the
old oneminusthe substitutionsn ans~ plusthe substitutionsn ans™.

Errorsoccurin the agentin one of two situations.In the first, incomingmessages
of theform ask(-) or tell(-) triggererrorsasthereis no valid statussetassociatedvith
theincomingmessagé.In the secondanotherentity sendshe agenta messagef the
form done(-) andthe updateviolatesthe integrity constraintof theagenteaving it in
astatewhichis invalid.

We dealwith thesetwo situationsasfollows. Whenan agentdeveloperbuilds an
IMPACT agent,sheneedsto performthe following tasksin orderto specifyhow her
IMPACT agentanustrecorerwhencorrupted Shemustspecify

1. asetRA of repair actionshaving somepropertiefseeSection3); and,

% The reademmay wonderwhy an ask(-) messag&an causean errot All incomingmessages
to anagentcausea changen the agents statebecausdéhe messageipdateghe agents mes-
sagebox. No “sensible”integrity constraintshouldbe violatedbecaus®f anask(-) message.
However, it is possiblefor an agentdeveloperto write patentlyabsurdintegrity constraints.
Forinstancethesyntaxof ICs allows anagentdeveloperto write rulessuchasIf themessage
box containsa messagdrom agentB, thenFa” aswell as“If the messagéox containsa
messagérom agentB, thenPa”. Thiscausesnagento becomecorruptwhenaeramessage
from agentB arrives.The problemcanbeavoidedby addingrestrictionsto the syntaxof agent
programge.g.certaintypesof regular agentprogramsntroducedn [15] avoid this problem).
In addition,requiringthatCs not mentioncodecall atomsinvolving ask(-) messagesould
alsohelpalleviatethis problem.



2. an objective function (to be maximized)usedto evaluatethe costof a state.The
ideais thatthe agentcodes repaircomponenwill automaticallyuserepairactionsto
computea state(which satisfiegheintegrity constraintsor generateavalid statusset).

Oncetheuserspecifieghevariouscomponentsf anagentasdescribedn Section2 and
specifieghe above parametershe IMPACT AgentDevelopmentEnvironmentshould
automaticallycorvert the agentcomponentglus the repaircomponentsnto an exe-
cutablebody of Java bytecodewvhich maythenbe deployed.

The continuity property of agentsmay be presered by requiring that whenever
an agents stateis corruptedby the actionsof an externalagent,the agentcontinues
to procesgequestdor its servicesaslong asthoserequestsarenot “affected” by the
ongoingrepairsto the corruptedpart. For example,an agentmanaging30 relationsin
arelationaldatabasenayfind thatexternalchangesave corruptedonerelation.In this
casegueriesthatdo not accesghatonerelationmay be processedby the agentwhile
the corruptedrelationis beingrepaired.

We proceedasfollows. In Section3.2,we addresshe problemof specifying,given
anagenta anda “corrupted™ codecall atomcca resp.a setof suchcodecall atoms,
whatothercodecall atomsmaybepotentiallycorrupted Themethodwe applyis based
on a syntacticanalysisof the agents integrity constraintsWe thenintroducein Sec-
tion 3.3 the notion of “suspiciousnessfor codecall atoms.Using this notion, we are
ableto determinewhich decisionsthat an agenttries to malke are affectedby these
potentiallycorruptedcodecalls. Thiswill becentralfor recoveryin Section5.

3.2 Corrupted codecall atoms

WhenasetX of codecall atomsis known to be corruptedwe would lik e to know what
othercodecall atomsandintegrity constraintsareaffectedby this. In this section,we
definea procedurecalledcorrcca(X) thattakes X asinput, andreturns,asoutput,the
setof codecall atomsin integrity constraintsvhich are (potentially) corruptedby X .
We first needsomepreliminarydefinitions.Thefirst introduceghe notion of subsump-
tion for codecall atoms.

Definition 3.1 (Code Call Subsumption).A setof codecall atomsX is subsumedby
a setof codecall atomsY, written X « Y, if eath cca € X is aninstanceof some
cca' € Y oritscomplement,e., cca = cca’d or cca = ~cca’6 for somesubstitution
0.1f X (resp.Y) isasingletonset{cca}, weomitparentheseandwrite cca<Y” (resp.,
X <cca).

Here,andin the restof the paper we implicitly assumehat codecall atomsare
standardize@partbeforeunification.

Example3.1 (Subsumption)lhecodecallatomsin(a, cc1) andnotin(Y,ccl), where
ccl isground,arebothsubsumedy in(X, cc1). Thus,{in(a, cc1),notin(¥,ccl1)} «
{in(X, ccl), notin(a, cc2)}.
4 By “corrupted” we meanthat the currentresultof the codecall atommay leadto anincon-
sisteng in oneor moreintegrity constraintsA codecall atomcouldturn outto be corrupted

eitherbecausean externalentity hasmodifiedthe statein an“uncontrolled” way, or dueto a
“propagation”of corruptednesssdescribedn Section3.2.



We next definehow to associatevith any codecall conditiony, asetCCA() of code
callatoms.Informally, CCA() is the setof codecall atomsoccurringsomevherein x.

Definition 3.2 (Code-Call Atoms Set(CCA(x))). For any codecall conditiony, the
codecall atomsetCCA(x) is inductivelydefinedasfollows:

{cca}, if x is a codecall atomcca;
CCAx) =< 0, if x is a constaint atom
CCA(x1) UCCA(x2), if x isacodecall conditiony; & x2.
For anyintegrity constaintic : ¥ = x,, defineCCA(ic) = CCA(+)) U CCA(x,)-
Corr(ic, cca) definedbelon describeghe setof potentiallycorruptedcodecall atoms
giventhatcodecall atomcca is corrupted.
Definition 3.3 (Corr(ic, cca)). For anyintegrity constaint ¢c andcodecall atomcca,

cca andsomecca’ € CCA(ic) U ~CCA(ic)
unify with mostgeneml unifier (mgu)é ’

Corr(ic,cca) = U{CCA(Z'CH)

If cca is consideredatorruptedtheneachcodecall atomoccurringin icé is considered
corruptedaswell. Notice that unifiersand mostgeneralunifiers (mgu’s) 8 are easily
computedsincethereareno nestederms.

Example3.2 (Corruptedness).et usconsidettheintegrity constraint
ic :in(X, ccl) & in(X, cc2) = in(X, cc3).

Thenwe have CCA(ic) = {in(X, ccl), in(X, cc2), in(X, cc3)} and,furthermore,
Corr(ic, in(p, ccl)) = {in(p, ccl), in(p, cc2), in(p, cc3)}.

We may now definethe procedurecorrcca(XX) which computesgivenasetX of
codecallatomsconsidereatorruptedthesetof all codecall atomsconsideredorrupted
asfollows.

proccorrcca(X : setof codecall atomg : setof codecall atoms;

old := 0; new := X;
while new # old do
old := new;
for eachic € ZC, cca € old do
new := new U Corr(ic, cca);
endwhile;
return old.

NogprpwNE

endproc

Notice that corrcca implementsa monotone,inflationary operatorover the set of
codecall atomsandterminateon finite input X . Furthermorethe outputcanbecom-
pactedby removing subsumedaodecall atomsfrom new.

The reasonwhy we have to iteratively apply the Corr operatorin the above pro-
cedureis becauserrorsmight be masled. For illustration, considerthe following four
integrity constraints:



ic1 :in(X,ccl) & in(Y,cc2) = X =Y,
ico : in(W, cc3) & W = c = in(a, ccl),
ic3 : in(Z,ccd) = Z > 8,

icq 1 in(Z, ccd) & in(J,cch) = Z < J.

Supposehatin the currentstateall andonly thefollowing codecall atomsaretrue:
in(a, ccl), in(b, cc2), in(c, cc3), in(10, cc4), andin(20, ccb).

In thecurrentstateic, is violated.Then,bothin(a, cc1) andin(b, cc2) arepotentially
corruptedsincetheir evaluationreturnsaresultwhich causes violation of anintegrity
constraint;at leastone of themreflectsa condition on the currentstatewhich is not
coherenwith the agents setting.The otherintegrity constraintsaarenot violatedin the
currentstate As we know thatin(a, cc1) is potentiallycorruptedits correctevaluation
maywell have beenf al se ratherthant r ue (thoughthisis notnecessary). If in fact
in(a, ccl)’s correctevaluationshouldhave beenf al se, thenit maywell bethe case
thatin(c, cc3) is alsocorruptedThisis becauseén(c, cc3) shouldevaluateto f al se
in orderto satisfyic,.

We do not know whetherin(a, cc1) or in(b, cc2) is the causeof the violation.
Hence,we cannotexcludethe possibility that the problemis with in(a, cc1) andthat
it propagate$o in(c, cc3). Thus,to be on the safeside,we consideranintegrity con-
straint(potentially)corruptedwhenerer it containsa potentiallycorruptedcodecall.

Theintegrity constraintscs andics arenotviolatedin the currentstate,andthere
is noreasorto suspecthatthecodecall atomsappearingn themarecorrupted Thisis
because¢hey arecompletelyunrelatedo the corruptedatoms.

The soundnes®f this approachis expresseddy the following propositionwhich
stateghata coherenstatecanbereachedrom anincoherenbneonly by changinghe
returnvaluesof (some)corruptedcodecall atoms,andby maintainingthereturnvalues
of theuncorruptednes.

For ary agentstate®, let VGZ(0O) bethe setof groundinstance®f integrity con-
straintsrom ZC' whichareviolatedin thestateO, andletCGZ(0) = |J;.cy gz CCAic)
bethesetof codecall atomsin VGZ(O).

Proposition3.1. LetY beanysetof codecall atomssud thatcorrcca(CGZ(0)) < Y.
Then,there existsan agentstate(’ suc that©' = ZC' and,for any groundcodecall
atomcca, O and '’ differ oncca onlyif cca< Y.

This meanghat @ canbeturnedinto O’ by modifying the returnresultfor somecor-
ruptedcode call atoms,and without changingthe resultsof non-corruptedcode call
atoms.

Proof. We definea suitable®' asfollows. Recallthat at leastone agentstateexists
which satisfiesall integrity constraintsandlet O, be anarbitrarysuchagentstate.For
ary groundcodecall atomcca, we define

O [ cca, if ccaq
! ) )
0| cca & { O [ cca, otherwise

9



Notice that O’ is well-defined,and differs from O only on groundcca’s which are

subsumeddy Y. Let ic be ary groundinstanceof someintegrity constraintin ZC'.

Then,oneof thefollowing two casespplies:

(1) Thereexistssomecca € CCA(ic) suchthatcca<Y'. Then,by definitionof corrcca,

CCA(ic) <Y holds.Hence for eachcca € CCA(ic), wehave O' |= cca iff Oy = cca.

Sincey = ic, it follows O’ = ic.

(2) Fornocca € CCA(ic) it holdsthatcca < Y. ThisimpliesCGZ(O) N CCAic) = §;

hence© [= ic. Similarly, we concludethat ' = ccaiff O |= cca. It follows O’ [= ic.
Hencejn bothcaseg)' |= ic. ThereforeO' |= ZC, which provestheresult. 1

To continuethepreviousexample Jet usconsideithestatewherethecodecall atoms
in(a, ccl), in(c, cc3), in(10, cc4), andin(20,cch)

aretrueandall theothercodecall atomsarefalse.This is a consistenstate andwe can
reachit by simply changingthereturnvalueof cc2 sothatin(b, cc2) becomedalse.

Theimplementatiorof corrcca(X') which we have describeds cautiousand con-
siders,in generala larger setof codecall atomscorruptedthanmay be semantically
necessaryBy applying a caseby casedistinction, we could get a refined picturein
whichaminimal setof codecallsis identifiedas(potentially)corruptedin theexample
above, in(c, cc3) is viewed ascorrupted,aswell asin(a, ccl), but we wereableto
reacha coherenstatewithout changingthe valuesof all thesecodecall atoms.Unfor-
tunately computinga minimal setof codecall atomswhich needto be changedeads
to intractability, whichis the gist of the following result.

Theorem 3.1. GiventhesetsGZ andVGZ(0O) of groundandviolatedgroundintegrity
constrintsin thecurrentagentstateQ, respectivelyanda groundcodecall atomcca,
decidingwhethercca is in somesmallest(w.r.t. inclusion)setof groundcca’s X suc
that, by changingvaluesof cca’sin X only, a consistenstate()’ resultsis NP-hard.

Proof. (Sketch)A variantof the satisfiabilityproblemcanbe reducedo this problem.
Supposel’ = {C4,...,Cn} is asetof clausesC; = L;1 V L;» V L; 3 whereeach
L; ; is apropositionalatoma or its negation—a. The software packageS maintains
truth assignmentto propositionalatoms,andthe API tvars() returnsall variablesset
to true.Supposey, is adistinguishecatomsuchthatanassignmenin which ag is true
satisfie” iff all otheratomsarefalse.Now let O bethe agentstatein which all atoms
aretrue,andsetup for eachclauseC; anintegrity constraint~7(L; 1) & ~7(L; 2) =

7(Li3) wherer(L; ;) = in(a, tvars()) if L; ; = aandr(L; ;) = notin(a, tvars())

if L;; = —a. Then,someof theseintegrity constraintsare violated by 0. The cca
in(ao, tvars()) belongsto somesmallestchangeof groundcodecall atomsX that
turnsQ© into aconsistenstate(’ iff C' hasa satisfyingassignmenin which aq is false.
Sincedecidingthe latter, underthe above assumptionijs NP-hard,andsinceGZ and
VGZI(0O) areeasilyconstructedn polynomialtime, theresultfollows. |

3.3 Suspiciouscodecall atoms

Changingan appropriatesubsewf the groundinstancesf corruptedcodecall atoms
will recorertheagento an“uncorrupted”state Thiswill bedonein theagentycleby a
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repairprocedureHowever, while thisrepairis goingon, somemessage(shightarrive.
Ratherthansimply queuingthe message(g)ntil theagenthasrecovered,it should:

1. find outwhethermprocessinghe messagénterfereswith therepairprocessand
2. proceedwith handlingit if thisis notthecase.

For this purpose we introducethe notion of “affected” actionatomandrule, and
the notion of “suspicious”codecalls. Informally, the evaluationof an actionatomis
affectedby a repairif it accessesa codecall atomwhich is possiblychangedoy the
repair processThe deonticstatus(is it permitted?forbidden?to be done?etc) of an
actionatommight changeaftertherepairis completedThis alsomighthave animpact
onotheractionatomswhosedeonticstatuds determinedy runningtheagentprogram.
In particular arule in the programthatinvolvesan affectedactionatomor a corrupted
codecall atommight propagataffectednesto otheractionatoms.The codecall atoms
in the body of sucharule are consideredsuspicious’becauseahey allow an affected
ruleto fire.

If we treatat leastall corruptedcodecalls asbeingsuspiciousthenary unsuspi-
ciouscodecall may be safelyevaluatedin the currentagentstate.This is becaus«i)
it is not affectedby whatever corruptedthe stateand(ii) it will not be affectedby ary
attemptto repair the corruptedpart of the state.Hence,unsuspiciousatomsmay be
safely evaluatedeven during the repairprocessin particulay if the agentprocesses
messagesk(b, cca), say duringwhich it naturallyevaluateshe codecall atomcca,
thenthe processingf this messageloesnot interferewith the repairof the stateas
longascca is unsuspiciousOnthe otherhand,if cca is suspiciousthenprocessingf
amessagshouldbe delayedto avoid potentiallyincorrectresults.A similar rationale
applieswhenprocessingnessagesf theform tell(b, cca, ans).

Asin thecaseof corrupteccodecall atomswe determinesuspiciousodecall atoms
by a syntacticanalysisof the agentprogram.We definea proceduresuscca(X) which
takesasinput, a set X of codecall atomswhich subsumesll corruptedgroundcode
call atomsof agenta andreturns,asoutput,a setof suspiciouscodecall atoms.The
procedureoperatesn two phasesln thefirst phaseijt determinesvhatcodecall atoms
arecorruptedln the secondpohasejt backward propagatepossibleintegrity constraint
violationsthatmayariseafterthe completedepair

We first definedirectaffectednessf anactionatomby a codecall atom.

Definition 3.4 (Dir ectly Affected Action Atom). An actionatoma(t) is directly 6-
affected by somecodecall atom cca, if there existsa cca’ € CCA(Pre(a(t))) U
~CCA(Pre(a(t))) which unifieswith cca via mgué. e saythat «(t) is directly af-
fectedif it is directly8-affectedfor somed.

Informally, a(t) is directly f-affected,if thestatusevaluationof its groundinstances
involvesoverlapswith the groundinstancef the codecall atomcca. If cca is cor
rupted ,thevalueof the preconditionof «.(t) might changeby therepait

We next defineaffectednessf actionatomsfrom arule, givensetsof affectedaction
andcodecall atoms.
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Definition 3.5 (Affected Rule and Action Atom). Let
r:Aex&li&--- &L,

bearule, andlet AC(r) bethesetof all actionatomsoccurringin r. Let X andY be
setsof actionandcodecall atoms respectivelyThenr is #-affectedby X, Y if either

1. somecca € CCA(x) U ~CCA(x) unifieswith somecca’ € Y with mgu#, or
2. a(t) € AC(r) isdirectly§-affectedoy somecca’ € Y, or
3. a(t) € AC(r) unifieswith somea/ (') € X with mgué.

ThesetOAFF(r, X,Y) is theunionof all AC(r8) sudc thatr is 6-affectedby X,Y.
ThesetOCCA(r, X,Y) is theunionof all CCA(r#) sud thatr is §-affectedby X, Y.
Therule r is affectedby X, Y, if it is 8-affectedfor somed. We defineAFF(r, X,Y) =
AC(r) if suha b existsand AFF(r, X,Y") = () otherwise

Informally, the affectednesset ©AFF(r, X,Y) containsthe actionsatomsinto
which the affectednes®f the actionsatomsin X propagatesassuminghatthe code
call atomsin Y are corrupted.Clearly, AFF(r, X,Y") subsume®AFF(r, X,Y") and
takesa coarsewiew in which moregroundatomsare affected,which we may choose
for simplicity or efficiency.

We remarkthatby takingthe particularsemanticappliedto anagentprograminto
accountthe definition of ©AFF(r, X,Y") may be further refined.For instancejn the
caseof reasonabletatusset semantic426], only the actionatomof Af needsto be
addedo OAFF(r, X,Y) if a(t) is from thebodyof .

Example3.3 (Affectedness)Consideran agentwhich manageshe advertisemenpol-
icy of a departmenstoreby classifyingcustomersas high, mediumor low spenders.
Theclassificatiormaybeusedto sendappropriatedvertisementso customergclearly,
in practicemoresophisticatealassificationgouldbeapplied).A rulein theagentpro-
gramcouldbe:

r : Do (high_spender(C)) < in(C,oracle : select(person, sal, >, 100000))&
Do (new_customer(C))

This rule saysthat whena new customelis enterednto the databasesheis assumed
to be a high-spendercustomerif shehasa high salary The pre, add,anddel lists of
new_customer are

Pre(new_customer(P)) =notin(P, oracl e: all (custoners)),
Add(new_customer(P)) =i n(P, oracle:all(custoners)),
Del(new_customer(P)) = 0.

Someexamplesof #-affectednessf r for pairs X, Y are:

1. (@, {in(mary, oracle:select(person, sal, >, 100000))}): Thecodecall atom
in Y unifies with in(C, oracle:select(person,sal, >, 100000)) undermgu
0 = {C = mary}.
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2. (0,{in(george, oracle: all(customers))}): a(t) = new_customer(C) is di-
rectly §-affectedby Y sinceits codecall atomunifieswith ~CCA(Pre(a(t))) =
{in(C,oracle:all(customers))} undermguf = {C = george}.

3. {{high_spender(steve)}, #): theactionatomunifieswith the onein the headof
r undermgué = {C = steve}.

The above notionshelp us to determinewhich action atomsmay be affectedwhen
building the statussetof theagent Dependingon thesemanticapplied however, there
aredifferentwaysto includeanactionstatusatominto a statusset:

— Underrationaland reasonablestatusset semanticsan action statusatom Op(«)
may only belongto a statusset.S if it occursin arule, or if it is derived by some
actionor deonticclosurerule (cf. Def. A.3 in theappendix);

— underfeasiblestatussetsemanticsany Op(a) maybeincluded(evenin somecases
whereit occursin norule).

We respectthis by assumingthatin the latter case the programP containsdummy
rulesP(a(X)) «+ P(a(X)) for every actionnamea. Suchrulescaneasilybeadded
without changingthe semantic®f theprogram We arenow in apositionto definehow
to computea set of suspiciouscode call atomsfrom a given setof codecall atoms
known to be suspicious— the proceduresuscca(X) definedin Table1 doesthis.

Informally, suspiciousodecall atomsaredeterminedasfollows. In Phasel of the
procedurewe iteratively determinewvhich codecall atomsareaffectedby syntactically
examiningtherulesof theagentprogramandstartingwith theknowledgethatthecode
call atomsin theinputto thealgorithmareknown to be corrupted . The codecall atoms
in the body of eachrule which is found to be affectedbecomesuspiciousAt the end
of Phasel, all codecall atomspossiblyaffectedby the corruptedcodecall atomsare
determined— asthis might leadto the agenttaking actionswhich vary dramatically
from what the agentdeveloperoriginally intended,thesecode call atomsmay have
unintendecconsequencethatneedto be addressedSpecifically thesecorruptedcode
call conditionsmighttriggerunintendedactionsandthis needgo betakencareof.

We further have to take into accountthe factthat suchan actiona. might interfere
with someother(yet unconsideredaction 3 throughanintegrity constraintj.e., some
effectsof a and 8 occurtogetherin anintegrity constraint.In sucha case,the joint
executionof a andg mightnotbepossiblelf, onthecorruptedstate,3 wereexecuted,
thenontherepairedstateg couldnolongerbe executedf a mustbeexecutedn it.

We illustratethis by an example.Supposehe addlist of a containsthe codecall
atomin(a, ccal), while theaddlist of 5 containsin(b, cca2), andthereis anintegrity
constraintic : in(a, ccal) = notin(b, cca2). Assumethatin the current(corrupted)
state,bothin(a, ccal) andin(b, cca2) arefalse,andthata is not executedout 3 is,
whereic is notanincriminatedintegrity constraininvolving corruptedcodecall atoms.
Furthermoresupposéhatin therepairedagentstate,« is executed.Then3 could not
be executedsimultaneouslynlessic is violated.Hence,in therepairedstate theagent
would computea statussetaccordingto which g is not executed But this meanshat
asfor the statusof in(b, cca?2), the actiontaken by the agenton the corruptedstateis
(possibly)differentfrom the onetakenon therepairedstate whichis undesired.
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procsuscca(X: setof codecall atomg : setof codecall atoms;
/* X subsunes all corrupted ground code call atons*

/* Phase 1: propagation of corruptedness *

1. old:=0;8S:=X;A:=0;

2. while SU A # old do

3. old := S U A;

4, for eachr € P do

5. if OAFF(r, A, X) # 0 then

6. begin S := SUOCCA(r, A, X);
7. A:= AUOAFF(r, A, X);

8. end;

9. endwhile;

/*Find action atonms which may cause troubles with | C*
10. B :={;
11. for eacha(t) € Ado
__ . ic € IC, somecca € CCA(Add(a) & Del(a)) and |
2. o=U {CC”(’CQ) s CCA(ic) U ~CCA(ic) unify with mgué i

__ somecca € CCA(Add(B(X)) & Del(B(X))) | .
8. B:=BU {B(XG) ‘ andcca’ € C'U ~C unify with mgué } ’
14. endfor;
/* Phase 2: back propagate poss. IC-violation by atons B?*
15. old:= S,
16. while SU B # old do
17. old := S U B,

18. for eachr € P do

19. if ©AFF(r, B, ) # 0 then

20. begin S := S UOCCA(r, B, 0);
21. B := BUOAFF(r, B, 0);
22. end;

23. endwhile;

[*return S plus precond’ s of affected action atons in B *
24. return SU {cca | cca € CCA(Pre(a(t))) A a(t) € B}.

endproc
Table 1. Procedureuscca
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To eliminatesuchcasestheprocedurauscca computesactionatomsg(X ¢) which
couldleadto thisproblem.In Phase, it thencomputesctionatomswhichmaybeused
in a derivation of theseactionatoms.This is doneby analyzingin which rulesof the
programsuchatomsoccut Here ®AFF(r, B, ) meansthatsomea(t) € B unifies
with someactionatomg(t’) in thebodyof ruler. No suspiciousodecall atomsin the
rulebodyneedto beconsideredincein this analysisthe effectsof possiblechange®f
theresultof acodecall atomarenotrelevant(they have alreadybeenconsidereatarlier
in Phasel). Nonethelessasin Phasel, the codecall atomsin affectedrulesbecome
suspicioussincetheir valuemight contributeto deriving a problematicactionatom.

After thebackpropagationwe take careof thefactthatfor anactionatoma(t) € B
the codecallsin Pre(a) might be evaluatedwhencomputingthe statusset. Thus, all
thesecodecallsarealsoconsideredo besuspiciousf a wasfoundto be affected.

Example3.4 (Suspiciousness).et us considera simple agents_ag that hasthe in-
tegrity constraintic from Example3.2. Supposdhe agentprogramconsistsof the fol-
lowing rules,andrationalstatussemanticss applied:

rl : Do (a;(X)) < in(X, ccl) & X # q& F(az(q)),
12 : F(as(q)) ¢ Plas(@),

r3 : F(as(s)) < in(s, cc3) & -Do (a3),

r4 : Do (a4) < notin(q, cc3).

Let Pre(a; (X)) = {in(X,cci)}, Add(a;i(X)) = {in(q,cci)}, and Del(a;(X))
{in(X, cci)}, for i € {1,2}, andfurthermorePre(a;) = {in(q, ccj)}, Add(aj) =
andDel(a;) = {in(q,ccj)}, for j € {3,4}.

Supposeve aretold thatin(p, cc1) is corrupted andwe wantto find out the suspi-
ciouscodecall atomsgiventhis information.As alreadyseen Corr(ic, in(p, ccl)) =
{in(p7 CC1)7 in(p7 CC2)7 in(p7 Ccs)}'

Let uscall suscca(X) with X = Corr(ic, in(p, cc1)). We iteratively augmenthe
initial setsS := Corr(ic, in(p, cc1)) and A := § until we reachafixpoint.

0

1. In thefirst iteration,rule 1 is §-affectedfor § = {X = p}, andwe addto A the
actionatomsa; (p) andas(q). ThesetS remainsunchangedsincecodecall atom
in(X, cc1)d = in(p, cc1) from thebodyof r16 alreadyoccursin S. Ruler2 is now
affectedsincebecause,(q) from A occursin its head;thus,theactionatoma; (q)
is addedo A, while S remainsunchangedRulesr3 andr4 arenotaffected.

2. In the secondteration,rule r1 is newly affectedfor § = ), because,(q) from S
occursin its body, andfor § = {X = ¢}, sincea;(q) unifieswith the atomin its
head As aconsequencey (X) is newly addedo A, andin(X, cc1) andin(q, ccl)
areaddedo S. Ruler2 is notnewly affected,andno furtherrule is affected.

A further iteration brings now changeand phasel of suscca(X) terminatesWe
have S = {in(p, ccl), in(p, cc2), in(p, cc3), in(X, ccl),in(q, cc1)} and,further
more, A = { a;(X), a1(p), a1(q), az(q) }.

In computingB, we have C := CCA(ic) for a(t) = a;(X), sincea;(X)’'s delete
list containsin(X, cc1), which occursin ic. Thus, B is setto { a;(X), az(X), ag } on
the next line. The further actionsin A only add subsumedactionsto B; we obtain
B = {a1(X), a1(p), 21(q), a2(X), a2(p), 22(q), a3 }-
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Phase2 of suscca(X) thenlooks for the ruleswhich areaffectedby (B, §). Note
thatthe only way for arule to be affectedby (B, §) is to containanactionstatusatom
unifying with anactionstatusatomin B.

1. r1is affectedby (B, §), but nothingnew is addedo S and B.

2. Alsor2 is affectedby (B, §), but nothingnew is addedto S and B.

3. r3 is affectedby (B, 0)), becausea,(X) unifieswith its headfor § = {X = s}.
Thus,in(s, cc3) is addedo S anda,(s) is addedto B.

4. r4is notaffectedby (B, 0).

The while loop terminatesywe have S = {in(p, ccl), in(p, cc2), in(p, cc3),
in(X, ccl), in(q, ccl), in(s, cc3)}. Thereturnvalueof S, evaluatedaddingthe pre-
conditionsof actionstatusatomsin B, is S = { in(p, cc1), in(p, cc2), in(p, cc3),
in(X, ccl), in(q, ccl), in(s, cc3), in(q, cc2), in(q, cc3), in(X, cc2), in(s, cc2) }.
Omitting subsumeatodecall atoms,the resultis the following setof codecall atoms:
S = {in(X, ccl), in(X, cc2), in(p, cc3), in(q, cc3), in(s, cc3) }.

Thefollowing theoremstateshatthe procedureuscca(X ) — whereX is aninput
setof codecall atoms— returns,asoutput,asetY of codecall atomshaving thefol-
lowing property:If anarbitrarycodecall atomcca (or its complement)s not unifiable
with ary codecall atomin Y, thendecisionshasedn cca arenot affectedby ongoing
attemptdo repairthe codecall atomsin X. Thatis, actiondecisionsandresultingstate
changeshatinvolve cca areisolatedfrom the corruptedcodecall atoms andwould be
thesameif the statewererepairedbeforerunningtheagentprogram.

For example if agenta shouldreplyto amessagask(b, in(jeff,db : persons))
gueryingatablepersons, it mightdo soif thecorruptedcodecall atomsarerestricted
to in(X,db : cars) wherecars is a differenttablewhich is currentlybeingrepaired,
providedthatansweringhis messageloesnt referto car s.

We needsomepreliminarydefinitions.For a (fixed) agentprogramP anda given
groundcodecall atomcca, theinfluencesetlS of cca is the smallestsetof (ground)
actionsthatcontaing1) all actionsdirectly affectedby cca and(2) all actionsin AC(r)
wherer : A « x& L& ... &L, is ary groundinstanceof arulein P suchthateither
cca € CCA(x) or AC(r) N IS # (. Theinfluencesetof anarbitrarycodecall atom,
denoted/ S(cca), is theunionof all I.5(cca’) wherecca’ is agroundinstanceof cca.

Theorem 3.2. Let O bean agentstateandlet O, bearepairof O. Let X beanysetof
codecall atomssud that corrcca(CGZ(0O)) <« X. Supposeca is a codecall atomnot
unifiablewith anycca’ € suscca(X) nor ~cca’, andsupposes is a valid statusseton
O disregarding VGZ(0). Thenthere existsa valid statussetS’ w.r.t. 0, andZC suc
thatOp(a) € S" iff Op(a) € S holdsfor all modalitiesOp anda € 1S (cca).

Proof. By our assumptionsomestatusset S’ exists on O', leadingto a stateO,. =
condDo (S'),O,). It holdsthatno actiona(t) € [S5(cca) belongsto IS(cca’) for
ary groundcodecall cca’ on which O and O, are different. Otherwise,since cca’
mustbe a corruptedcodecall atom,cca’ is subsumedby X, andby virtue of Phasel
of suscca, it followsthatcca would have aninstancewhichis subsumedy suscca(X).
This is in contradictionto the hypothesison cca. Thus, the value of a statusatom
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Op(a(t)) in the statussetsS and.S’ is computableby accessingnly (1) groundcode
call atomson which O andO,. coincide,and(2) usingonly otheractionstatusatoms
Op'(d/(t")) suchthata'(t') ¢ 1S(cca’) for everygroundcodecall atomcca’ onwhich
O andQ, aredifferent.

Let AF bethesetof all (ground)actionswhich instantiateactionatomsin the sets
A and B computedy suscca(X). We definethe statussetS” by

S":={0p(a) € S'|a€ AF)U{Op(a) € S| a ¢ AF}.

Thatis, for affectedactionswe take thestatusrom S’ andfor non-afectedactionsfrom
S. We shav thatS” is a Sem-statusseton O,., leadingto O/ = condDo (5"), O,).
Sinceit coincideswith S onthe I.S(cca), theresultfollows.

We first show that S is afeasiblestatusset,i.e., satisfiesconditions(S1)—(S4) of
Def. A.4. The key factis that every groundinstancer of arule in P satisfieseither
AC(r) CAF or AC(r)NAF =

SinceS and S’ satisfiesall rulesof P, it is thusclearthatalso S” satisfieseach
rule of P. Hence condition(S1) is satisfied Since,for any groundactiona, all action
statusatomOp(«a) in S” belongeitherto S orto S’ andsS, S’ arefeasiblestatussets,it
is clearthatS"” satisfieghe conditions(52) and(S3).

As for (S4), a caseanalysisyieldsthatevery groundinstanceic of anintegrity con-
straintin ZC is satisfiedoy O} (i) Assumefirst that CCA(ic) containssomecorrupted
codecall. Thenall codecallsin ic arecorrupted andonly actionsa wherein o € AF
may changethe value of ary thesecodecalls. Thus, for no suchactionDo («) can
belongto S\ S’. SinceO.. [= ic, it follows thatalso O k= ic. (ii) Assumenext that
no codecall in ic is corrupted,but someactiona € AF specifiesa changeof some
codecall in ic. Then,by Phase? in proceduresuscca(X ), we have 8 € AF for every
actionf thatspecifiesa changeof somecodecall atomin ic. Again, sinceO,. k= ic it
followsthatO! [ ic. (iii) If neither(i) nor (ii) appliesthenevery codecall atomin ic
is uncorruptecandmay be changednly by actionsa ¢ AF'. Since(i) doesnotapply,
ic is notviolatedin stateO, andthuscongDo (S), O) |= ic. It followsthatO!! |= ic.
Summarizingwe have thatic is satisfiedin the stateO!’. Hence,O!! |= ZC, andthus
condition(S4) is satisfied This shavsthatS" is afeasiblestatussetw.r.t. O,.

If Sem is rationalstatussetsemanticsye mustfurther shav thatS” is grounded,
i.e.,nopropersubsetl’ C S" satisfieqS1-53). SupposesuchaT" exists; we shall
derive a contradiction.Assumefirst that 7"’ is smallerthan S” on the action status
atomssetoveractionsa ¢ AF'. Then,

T:={0p(a) € S|ae€ AF}U{Op(a) eT" |a ¢ AF}

is a smallerstatussetT’ C S which satisfies(.51)—(53) on state(: Indeed,notethat
eachgroundinstanceof rule satisfieseither AC(r) C AF or AC(r) N AF = {, and
obviously T' is deonticallyand action consistentand action closed.This would mean
thatS is notarationalstatusseton O (disregardingVGZ(0)), whichis acontradiction
to the hypothesisHence, 7" mustcoincidewith S” w.r.t. the statusof actionsnot in

AF, andthusT" is smallerw.r.t. AF. Then,the statusset

T':={Op(a) € T" | a € AF}U{Op(a) € S | o ¢ AF}
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isasmallerstatussetT’ C S’ whichsatisfiespy similaraguments(S1)—(S3) on state
0,.. ThismeanghatS' is notarationalstatusseton @,., whichis a contradictionThus,
suchaT" cannotexist, which provesthatS” is indeeda rationalstatusset.

If Sem is reasonablstatussetsemanticsyve mustshav thatS” is arationalstatus
setof thereductP’ = red®” (P, ©'). In fact, sinceevery reasonablstatussetis also
rational,S" isw.r.t. O, afeasiblestatussetfor 7 andthusalsofor P’. Obsenethatthe
reductpreseresthe key propertythateither AC(r) C AF or AC(r) N AF = (. By
similar algumentsasabove, we thusobtainthat S” is groundedor P’. Consequently
S" is areasonablstatussetof P w.r.t. O,. [ |

In particular this formal resultassuresus thatin casean agentprogramadmitsa
singlestatussetin eachstate(which, e.qg.istruefor the IMPACT targetclassof regular
agentprogramg15]), thentheactionstakenin reply to amessagenustalsobetakenif
thecorruptedstatewererepairedbefore.

4 Agent State Repair

Recallthat an agents stateis characterizedy the contentsof its datastructuresin
orderfor an agentto automaticallyhandleintegrity constraintviolations (or lack of a
statusset),we will adda specialsetof datastructureso eachagentcalledrepair data
structuies Thesedatastructureswill have their own specializedAPI functioncalls.

4.1 Therepair data structures

The repair datastructuregontain:

1. A buffer waitbuf consistingof messageshat are waiting to be servicedbecause
they involve accesseto partof the agentstatethatis “corrupted

. A buffer repbuf consistingof corruptedcodecall atoms.

3. A buffer icbuf consistingof (instancef) integrity constraintghat are currently
undegoingrepairs.

. An auxiliary buffer susbuf which containghe suspiciousodecall atoms.

. A setcons_state consistingof all groundcodecall atomstrue in a distinguished
consistenstate.

6. A setcurr_state consistingof all groundcodecall atomstruein the currentstate.

N

[S20F

Therepair datastructuresupportthe following API functions:

suspicious(cca) : This function takesa codecall atomcca asinput, andreturnstrue
if cca is implied by the setof codecall atomscontainedn repbuf undera notion
of inferencefixed by the concreteémplementatiorof the function. Therearemary
waysto implementsuspicious(cca). For example,it may:
1. checkwhethercca is physicallypresenin repbuf or
2. checkwhethercca is aninstanceof a codecall atomin repbuf, or
3. checkwhethercca is implied by repbuf usingsomesetof axiomsandsome
setof implicationrules.
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suscca(X): Thisis theproceduralefinedin Section3.3.

add_repbuf(cca) : This function “inserts” the codecall atomscorruptedby cca into
the repair buffer, suchthat after insertion,suspicious(cca’) returnst r ue if cca’
is from suscca(repbuf), andreturnsf al se otherwiselts implementatiordepends
ontheoneof suspicious(cca), anddifferentpossibilitiesexist (seeSection5.1).

It is importantto notethattherepair datastructuresandAPI callscanbeincluded
aspartof the IMPACT agentdevelopmentervironment(see[15,26]) anddo not need
to be programmedverandover againfor eachagentby theagentdeveloper

4.2 Repair action library

In additionto the repairdatastructureswe augmenthe agentwith a setof “repair”

actions.Eachagenthasa setof actionsthat may be usedto “repair” the agentstate.
Therepairactionscanbeimplementedasa straightforvard extensibledynamiclinked
library (DLL) providedby the IMPACT agentdevelopmentervironment.

Definition 4.1. Suppose is anagentand O, O’ are two statesof agenta. Let R.A be
therepairactionlibrary of agenta. Then(' is saidto be:

1. RAp-reachabldrom@ iff O = O,

2. RA;y1-reachabldrom O, i > 0, iff there is a state ©” sud that 0" is RA;-
reachablefrom O andthereis an actiona in R.A whidh is executablein O" and
the executionyields('.

State(®’ is R.A-reachabldrom© iff O’ is R.A;-reahablefrom O, for some; > 0.

Intuitively, whenwe saya stateO’ is R.A reachabldrom a given state©, this means
thatthereis a sequencef repairactionswhich allow O to betransformednto O'. The
following exampleillustratesthis.

Exampled.1 (SimpleGrid Scenario).Let us considera simple scenariovherea grid

agentmanageshreerobotsmoving onannxn grid, n > 2. TherepairactionsR.A 4

are composedf the actionsfor moving a robotin one direction (north, south, east,
west). We describethe go_north action; the othersare similar. We assumethat the
underlyingsoftwarehasaPos(Robot) API functionwhich mayreturnsthe positionof

thespecifiedrobotat thetime thefunctioncall is made.

Name go_north

Schema (Robot)

Pre(gonorth) = in(P,grid : Pos(Robot)) & P.y # n

Add(gomorth) = in(P',grid : Pos(Robot)) &P .x =P .x&P .y =Py +1
Del(gonorth) = in(P,grid : Pos(Robot))

Let O bethestate
O = {in((0,0), grid : Pos(r1)), in((0, 0), grid : Pos(r2)), in((0,0), grid : Pos(r3))}.
Then

O' = {in((0,1), grid : Pos(r1)), in((0,0), grid : Pos(r2)), in((0,0), grid : Pos(r3))}
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is RA;-reachabldrom O, while
0" = {in((0, 1), grid : Pos(r1)), in((0,0), grid : Pos(r2)), in((1,1), grid : Pos(r3))}
is R Az-reachabldrom O. Both O’ andO" areR.A-reachabldrom O.

Definition 4.2. A setR.A of repair actionsis said to be completew.r.t. an agentstate
O iff there existsan R.A-reachablestate(0’ su that O’ = ZC'. Furthermoe, R A is
saidto becompletew.r.t. an agenta, iff R.A is completen.r.t. O for every stateO of a.

Intuitively, R.A is completefor an agentiff whatever possiblestatethe agentis in,
thereis alwayssomeway of executingrepairactionssothata consistentw.r.t. integrity
constraintspgentstateis obtained Whenanagentdeveloperspecifieshis or herrepair
actionsit is critical thatthey becompletew.r.t. therestof theagent.

Example4.2 (Grid ScenarioContinued).Supposehatin the previous scenaricanin-
tegrity constraintexistsstatingthata positioncanbe occupiedby at mostonerobot.

RAgriq is completew.r.t. O, sincethereexists a state(O0") which is RAgiq-
reachabldrom O andsatisfieshe integrity constraintsR.A,,;q is alsocompletew.r.t.
agentgrid, it is alway possibleto move, in ary agentstate therobotsin suchaway that
they occuypy threedifferentpositions.

Thesetof repairactionsin the grid exampleis domain-dependentn orderto pro-
vide the systemdeveloperwith alreadydefinedstratgies, we proposesomedomain-
independensetsof repairactionswhich canbe adoptedwhatever the context is. They
usetherepairdatastructuresntroducedn Section4.1.

Exampled4.3 (Initialized StateRepairActionsR A;,;:). We assuméehatanagenta isin

aninitial stateQ;,,;; atthetime of deployment.(;,,;; is assumedo satisfytheintegrity

constraintsWe may then setcons_state-set= O;,,;;. ThenRA = {ra} is complete
w.r.t. O;,i: if wedefineactionra to bedefinedasfollows:

Name ra

Schema ()

Pre(ra) = {in(0,repair : curr_state()) & in(I,repair: cons_state())}
Add(ra) = {in(I,repair : curr_state())}

Del(ra) = {in(0,repair : curr_state())}

Here,two functionscurr_state() andcons_state() areusedwhich areprovidedby
therepairpackageTheformerreturns,asoutput,the setof all groundcodecall atoms
which aretruein the currentstate,andthe latter the setof all groundcodecall atoms
truein adistinguishedstate(, thatsatisfiegheintegrity constraintgseeSection2).

Theactionra canbeappliedin ary statewe assumehatthegroundcodecall atoms
characterizinghecurrentstate(in(0, repair: curr_state())) andtheconsistenstate
Oy (in(I,repair:cons state())) canalwaysberetrieved. Then,the currentstateis
changedo Oy.

Example4.4 (Preferred StateRepair ActionsR.A,,.¢). Preferredstaterepairactions
areexactly like the above exceptthatthe agentdeveloperinitializes the cons_state-set
with astateO,,.; whichis known to satisfytheintegrity constraints.
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Example4.5 (Rollbak RepairActionsR.A...;;). In rollback-basedepair at any given
instantt of time, theagentracksits lastknown consistenstate(;;, andsetscons_state-
setequalto Oy;,. Thisis doneby themkrepair functionwhichidentifiesthe properrepair
actionsto performfor reachinga consistenstate andupdatesons_state accordingly
Whenintegrity constraintsareviolated,repairscausethe agentstateto be resetto the
lastknown consistenstate.Thus,the setof repairactionsconsistsof the singleaction
ra, whichis exactly like thatin Examples4.3and4.4. Whatis different,thoughiis the
contentof cons_state, which dynamicallychangesiuring the agents life cycle. This
strat@y is usableonly whenactionsarereversible(e.g.,an agentthat executesa fax
actionwill probablyfind it impossibleto recallthefax).

Example4.6 (IC-Oriented Repair R.A;.). This repair strat@y can be appliedunder
the conditionthat eachintegrity constraintwith a comparisoratomin the headhasat

leastonecodecall atomin its body. Suppose is anagenthaving integrity constraints
ic; 1 ; = xi, wherei € {1,...,n}. We now constructrepairactionsra; for them:

Name ra;

Schema ()

Pre(ra;) =0

Add(ra;) = {xi}, if x; is acodecall atom,and Add(ra;) = () otherwise.
Del(ra;) = 0, if x; is acodecall atom,and Del(ra;) = {cca}, for somecca €
CCA(¢;) otherwise.

Example4.7 (IC-Repairwith ProtectedAtomsR.A;.,). A slight variantof the preced-
ing stratgy, calledR.A;.,, mayincludealist of “protected”codecall atoms Therepair
actionsra; aresimilarexceptthatra;’sdeletdist maycontainonly non-protected¢ode
call atomsif y; is acomparisoratom.Priorto deploymentof anagentthe systemmust
checkthateachintegrity constrainwith a comparisoratomin the headhasat leastone
non-protectedodecall atomin its body.

Thefollowing resultsgive us someideaaboutthe difficulty of checkingcomplete-
ness.For concretestatementsiboutcompleity, we needsomeassumptiongboutthe
compleity of evaluatingcodecalls andthe domainsof differentdatatypes.The as-
sumptionsve make aresimilar to thosein the comprehensie analysisof the complex-
ity of agentprogramsn [13], andrequesthatthesizeof anagentstateis boundeddy a
polynomialin the sizeof the probleminput (e.g.,this canbe ensuredy assuminghat
the numberof argumentdn codecallsis boundedby a constantandthatthe number
of valuesis polynomialin theinput size),andthateachcodecall to an agentstatecan
be evaluatedin polynomialtime. For further ramifying assumptiongoncerningstate
changeswe referto [13].

Theorem4.1. 1. Chekingthecompletenessfa givensetof repairactionsR.4 w.r.t.
a givenagentstateO is PSRACE-completeunderthe above assumptiongnd un-
decidablein geneal.

2. Che&ing completenessf a givensetof repairactionsR.A w.r.t. a givenagenta is
PSRACE-completeunderthe above assumptionsnd undecidablen geneal.
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Proof. (Sketch)The PSRACE upperboundis a consequencef thefactthatthe sizeof
the agentstateis boundedby a polynomial. The PSRACE lower boundsare explained
by thefactthat Turing machineswith polynomialwork spacecanbe easilyencodedo
this problem.However, checkingcompletenessf a setof repairactionswith respecto
anagents harderthancheckingw.r.t. anagentstate Evenif thelatteris polynomial.the
completenestestw.r.t. anagentmight be undecidableThis canbe shovn by reducing
to this probleme.g.the one of decidingwhethera given SQL-queryreturnstrue over
all possibleinstance®f arelationaldatabasewhichis undecidablécf. [1]). |

An extensiblelibrary of completesetsof repairactionsmay easilybeincorporated
within IMPACT. The agentdeveloper- once she hasspecifiedher agents integrity
constraintsagentprogram etc.,canautomaticallyselectR A;..i¢, R A o011, RA;. repair
actionstratgies.In thiscasetherelevantrepairactionsmayautomaticallypecomputed
andfilled in for theagentby the IMPACT AgentDevelopmentErnvironment.

5 Error Tolerant Agent Cycle

In this section,we specifya solutionto the problemof how anagentcanrecover from
corruptedstateswhile continuingto processrequestghat are unafectedby ongoing
repairs.Notethatatary pointin time, theagents statemaybe underrepairor not.

If it is not underrepairanda messag®f the form ask(-) or tell(-) arrives,thenwe
attemptto processhe requestas usual(nothing needsto be doneto accountfor the
repairs).Two possibilitiesnow arise.Eitherthemessaggieldsavalid statusset,or not.
In the first case we aredone.Otherwise we needto addthe messagéeo waitbuf and
startrepairingthe state.

If, onthe otherhand,the agents stateis beingrepairedwe needto checkwhether
ongoingrepairswill interferewith processingf the currentrequestThis canbe done
by checkingwhetherthe code call atomin the messages affected by the ongoing
repairsIf so,we mustaddthemessagéo thewaitbuf buffer. Otherwisewe canprocess
it, securein the knowledgethat repairsbeingmadeto the agentstateare not goingto
affect decisionsdependingon the currentvalue of code call atom. Note that the two
casesvherethe stateis not underrepair, andthe stateis underrepairwithout affecting
theincomingmessageareboth captureddy the conditionsuspicious(ccaf) = false.
In fact,if the stateis not underrepair, repbuf is empty andnothingcanbe “derived”
fromit (in particular ccaf cannotbederived).Otherwiserepbuf is notemptybut again
ccafl cannotbe “derived” sinceit is not involvedwith the ongoingrepairs.Thesetwo
casesaredealtwith uniformly. We needa few simpledefinitions.

Definition 5.1 (Sem- and Sem-Sem-Compatible Update). Let P be an agent pro-
gram. Then,an agent state O is Sem-compatiblewith P, if a hasa Sem-statusset
w.r.t. O. Furthermoe, O is SemiSem-compatiblewith P, if it is not Sem-compatible
but P hasa statussetw.r.t. © modulocondition(S4) of a feasiblestatusset(cf. Defi-
nition A.4in AppendixA).

We now shov how the agentdecisioncycle givenin [14,26] may be modified so
asto handlethe requirement®f recovery andcontinuity. The modifieddecisioncycle,
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et_agent_cycle (“et” standgor errortolerant),definedin Table2 usesa specialproce-
duremkrepair thattakes,asinput, anagentstateaswell asrepbuf, icbuf, waitbuf, and
(i) assembles list of groundactionstatusatomswhoseserialexecutionis guaranteed
to changethe agentstateto onesatisfyingall integrity constraintsand(ii) executeghis
list andcauseshatwaitbuf is flushed,.e., all bufferedmessagearehandled.

procet_agent_cycle(a:agent;0:agent-stateinsg:message);

1. if msg = ask(b, cca) ormsg = tell(b, cca, ans) then

2. if msg = ask(b, cca) thenans := {id}
[*take identity as dummy substitution: ccal = cca if 8 =1id*
3. if suspicious(ccafl) = true for somef € ans then insert(waitbuf, msg);

/* add af fected msg to waitbuf (state is under repair) *
4 else /*no state repair or doesn't affect msg*
5. if someSem-statussetS w.r.t. ZC © icbuf existson O 4+ msg then
6. executetheactioncon({a | Do (a) € S}, O + msg)
7 else /*no status set exists - error condition?*
8 if someSemi-Sem-statussetS’ existson O + msg then
begin /*switch to new (corrupted) state; needs repair */

9. 0" := cond{a | Do (a) € S'}, O + msg);
10. icbuf := 0; repbuf := 0; Freinitialize buffers*
11. for eachinstanceic’ of anic € ZC s.t.0’ £ ic’ do
12. insert(icbuf,ic’); /*add int.cons. requiring repair *
13. for eachcca’ € CCA(ic') do add_repbuf(cca’);

/* add poss. corrupted cc-atoms in ic to repbuf*/
14. insert(waitbuf, msg);
15. mkrepair(Q’, repbuf, icbuf, waitbuf)
16. end

17. else /* msg = done(b, cca,ans™,ans™) */
18. begin X := {ic| ic € ZC © icbuf andO + msg £ ic};

19. if X # @ or no Sem-statussetfor O + msg w.r.t. ZC © icbuf existsthen

20. begin add_repbuf(cca);

21. for eachic € X do insert(icbuf, ic);

22. mkrepair(Q, repbuf, icbuf, waitbuf)

23. end

24, elsecomputea Sem-statussetS for O + msg w.r.t. ZC © icbuf and
executetheactioncond{a | Do (@) € S}, O + msg)

25. end

endproc

Table 2. Modified agentdecisioncycle

Here,icbuf containsinstancesof violatedintegrity constraintsyepbuf represents
(perhapsa supersetpf the setof corruptedcodecalls, andwaitbuf containsmessages
which needto be serviced/handledl'he expressionZC' © icbuf denoteghe setof all
integrity constraintavhich aregroundinstance®f someintegrity constraintin ZC' but
not in icbuf. Note that they can be describedat the non-groundlevel. Furthermore,
O + msg describeshe agentstatethatupdateghe state© with themessagensg.
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Letusseehow theabovealgorithmcaptureourrequirementsf RecoeryandCon-
tinuity. Recorery is supportedvia (i) Steps8-16and(ii) Stepsl19-23of thealgorithm,
where(i) handleghe casewhenamessagéhatyieldsnovalid statussetis encountered,
and(ii) is usedwhenanexternalupdatecausesntegrity constraintviolations.

Continuityis supportedaswell. In Step6, executionof actionsaccordingo S canbe
safelydoneby Theorem3.2, eventhoughpossiblerepairsaregoingon. In two cases,
however, processinghe messagds deferred:In Step 3, whenit is realizedthat the
currentstaterepairmight interferewith the processingf the messageandin Step12,
afterit is realizedthatthe agentprogramper seviolatessomeintegrity constraintsand
thusthe stateneedsepairt

Whenthestatehasbeenrepairedthe messageareflushedfrom thewaitbuf buffer.
Thatis, they areprocesse@neby oneandnew statussetsarecomputed.

5.1 Different methodsto implement suspicious and add_repbuf

In this section,we proposea coupleof alternatve waysof implementingthe functions
suspicious andadd_repbuf.

A first implementation As mentionedearlier there are mary ways to implement
add_repbuf andsuspicious. Onesimpleway is givenbelow. It is importantto notethat
add_repbuf andsuspicious mustbe mutuallycompatible.

proc suspiciousl(cca) proc add_repbufl(cca)
if cca < susbuf thenreturn true repbuf := repbuf U corrcca(cca)
elsereturn false. susbuf := suscca(repbuf)
endproc endproc

Wheninsertingamessage codecall atominto repbuf, we computeall othercorrupted
codecall atoms(usingthe function corrcca definedin Section3.3) andaddthemto
repbuf. Startingfrom repbuf we alsoevaluatethe suspiciouscodecall atomsand put
themin anauxiliary buffer, susbuf.
Thisprocedurédastheadvantagehatwhenevaluatingsuspiciousl, all thatis needed
is a simplesubsumptiorcheckwhich is executabldn time proportionalto the product
of the lengthof the tableandthe longestcodecall atomstoredin it. However, it has
thedisadwantagaghatwhenereramessagés to beinsertedall corruptedandsuspicious
codecallsmustbecomputedHence jnsertionis anexpensve andspaceconsumingp-
eration.Theuseof suspiciousl andadd_repbuf1 is appropriatéf we expecttheagents
stateto be corruptednfrequentlyin comparisorto the numberof messagethatcanbe
processeavithout beingconcernediboutcorruptionof the agentstate.

A secondimplementation Another implementationof suspicious and add_repbuf
wouldwork asfollows.Whenacodecall atom(in amessagegauseproblemsthenwe
insertthecodecall atomscorruptedby it into repbuf without computingthe suspicious
codecall atoms Later, whena new messagés received,we explicitly determindf it is
affectedusingthesuscca function.

proc suspicious2(cca) proc add_repbuf2(cca)
if cca < suscca(repbuf) then if not(cca < repbuf) then
return true repbuf := repbuf U corrcca(cca)
elsereturn false. endproc
endproc
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Unlike thefirst implementationthis one spendaminor effort wheninsertingcodecall
atomsinto repbuf. However, for eacharriving requestit attemptgo checkif thatrequest
is affectedby the ongoingrepairs.Thus, in using this application,we may find that
repbuf is large (aslots of thingsareinsertedinto it) andhencethetime for checkingif
agivenrequesis affectedby the ongoingrepairsasin repbuf canbesignificant.Thus,
this methodis worth usingif the numberof repairsis largeandtherearefew requests.

5.2 Implementing mkrepair

The mkrepair procedurg(it is a procedureratherthana functionin programmingan-
guageterminologyasit hasside effects)takes asinput, a currentagentstate©® and
valuesof repbuf, icbuf, andwaitbuf. The proceduredoesthefollowing:

1. It findsastateO,,.,, thatsatisfiesall theagentsintegrity constraintgandin partic-
ular repairsthosein icbuf).

2. It resetscbuf andrepbuf to () asthe integrity constraintsarenow repairedandas
the codecallscausingproblemsarenow nolongercausingproblems.

3. It theniteratively reinvokeset_agent_cycle with the messages waitbuf (they will
no longertrigger errorsasthe repairsthat causedhemto originally be placedin
waitbuf arenow fixed).

4. It resetswaitbuf to () asthewaiting messagearenow handled.

Steps(2)—(4) above aresimpleto handleandunderstandandhence,n the restof this
sectionwe focuson step(1).

It is easyto seethat Step(1) maybeformulatedasa classicalAl planningproblem.
Specificallywe have acurrentstateandasetof goalstate{thosewhereZC is satisfied)
anda setR.A of repairactions— we wish to find a sequencef (some)appropriate
actionsin RA thatyield a goal state. When R.A is a completeset of actions,it is
possiblethatthereare multiple consistenstateghatthe agentcantransitionto. In this
situation,the agentshouldtransitionto a “best” repairstatew.r.t. somestateevaluation
function. This againis a classicalAl planningproblem[21]. Hence,in this sectionwe
confineoursehesto specifyhow sucha costfunctionto evaluatestateamay be setup.
Solutionsalreadyproposedn the Al literature[21] may be easilyadoptedo actually
find a“best” statew.r.t. sucha costfunction.

Definition 5.2. A stateevaluationfunction, sef,(O), associatedwith agenta is one
thattakesasinput, an agentstateQ, andprovidesasoutput,an integer.

Definition 5.3. A state(D' of an agenta is optimalw.r.t. an agentstateQ iff

1. 0" =1C,
2. 0" isRA-reatablefrom©, and
3. thereis no otheragentstateO* satisfyingl and2 suc thatsef,(O') < sefa(O*).

Example5.1 (Optimal AgentState) Let usreconsideExample4.1.We maysetsef (O)
to bethesumof the Hammingdistancebetweerthe positionsof thethreerobots.Sup-
posewe haveanAPI function“hdist(Py, P5)” whichcomputesheHammingdistance
betweentwo pointsPy, P, in theintegerplane.Thenwe canformally set

sef (O) = hdist (R, Ry) + hdist(Ry,R3) + hdist(Rs,Ry1).
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The resultsof the codecall atomsin(Rs, grid : Pos(rl)), in(Ry, grid : Pos(r2)),
andin(Rs, grid : Pos(r3)) describeheagentstate Assumea x 5 grid andsuppose
thecurrentagentstateis

O = {in((0,1), grid : Pos(r1)), in((0,0), grid : Pos(r2)), in((1, 1), grid : Pos(r3))}.
Then,

0" = {in((0, 4), grid : Pos(r1)), in((0, 0), grid : Pos(r2)), in((4,4), grid : Pos(r3))}
is anoptimal statew.r.t. O asit satisfiesgrid’s integrity constraint,t canbereached
from O througha seriesof actionsfrom { go_north, go_south, go_east, go_west }

and,astherobotsarelocatedon threecornersof the grid, the sumof their Hamming
distancess maximal.Note thatmorethanonestatemay be optimal. For example,

O" = {in((4,0), grid : Pos(r1)), in((4,4), grid : Pos(r2)), in((0,0), grid : Pos(r3))}
is anotheroptimalstatew.r.t. O.

The goal of mkrepair is to take a stateO that violatesthe agents integrity con-
straints,andto find a sequencef repairactionswhich yieldsanoptimal state®’.

This is easily seento be an Al planning problem.However, thereis one major
difference Whereasin Al planningproblemsthe costof a planis typically takento
be the sumof the costs(or somemonotonicfunction of the costs)of the actionsin the
plan,in this casetherepairactionsarenot beingassessedry cost.Instead eachstate
hasanassociatetivalue” capturedoy the stateevaluationfunction,andwe wantto find
areachablestatesatisfyingtheintegrity constraintghathasthe maximalvalue.

We now specifyhow we may definethevalueof a state.

Definition 5.4 (Variable Specification).Suppose is a codecall conditioninvolving
aninteger variable X. ThenX : y is a variablespecification.

We assumehe existenceof a specializedpackagenath which supportsa numberof
standardarithmetic functions,including a binary “sum” operationon integersand a
binary“hdist” functionon points(pairsof integers).

Exampleb.2 (Variable Specification)The expression
HDR1R> : in(R1,grid:Pos(rl)) & in(R, grid:Pos(r2)) & in(HDR:R2, math:hdist(R1,Rz))
is avariablespecificatiorof HDR4 Ry, while

V : in(Resj,math:sum(HDRsRy, HDRyR3)) & in(V,math:sum(Ress, HDR3Ry))

is avariablespecificatiorof V. Theirintendedmeanings to specifythe Hammingdis-
tancebetweerRobotR1, R2 andthe sumof thethreeHammingdistancestespectiely.

Definition 5.5 (Math Code Call Conditions and Specifications).A math code call
conditionwith input variablesX = X;,..., X,, andoutputvariableX is a codecall
conditionwhich is safemoduloX,® containsX and involvesonly codecall atomsac-
cessingnath. A mathvariablespecificatiorwith input variablesX andoutputvariable
X is a variable specificationwhoseassociatedcodecall conditionis a mathcodecall
conditionwith input variablesX andoutputvariable X .

5 Informally, this meansghatafterassigningX1, . . ., X,, valuesthe codecall conditioncanbe
reorderedsothatanevaluationfrom left to right is possible(seeAppendixB and[14,26).
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Examples.3. Thevariablespecification
V : in(Resi,math : sum(HDRsRy, HDRyR3)) & in(V,math : sum(Res;, HDR3R;))

is a mathvariablespecificatiorwith input variablesHDR4R,, HDR,R3, HDR3R; andout-
putvariableV .

Definition 5.6 (Objective Function Specification). An objective function specifica-
tionis apair (X : Xmath, {VS1,.-.,VSp}) whee:

1. each V S; is avariable specificatiorof theform X; : x;, and
2. X : xmatr IS @ mathvariable specificatiorwith input variables X, . .., X,, and
outputvariable X .

Example5.4 (Objective Function Specification).We continuethe grid example and
describean objective function which assignshigher valuesto stateswherethe three
robotsare further apart. Suchan objective function specificationmay look like (V :
Xmath), {VS1, VSa, VS3}, where

Xmath = in(Resl, math:sum(HDR1R27 HDR2R3)) & in(V,math: sum(Resl, HDR3R1))

VS; = HDR4R, : in(Ry,grid:Pos(rl)) & in(Ry, grid:Pos(r2)) &
in(HDR4Ry, math:hdist(R4,Rs)),

VSy = HDR9R;3 : in(Ry, grid:Pos(r2)) & in(Rs, grid:Pos(r3)) &
in(HDRyR3, math:hdist(Ry,R3)),

VS; = HDR3R; : in(R3,grid:Pos(r3)) & in(Ry, grid:Pos(rl)) &
in(HDR3Rs, math:hdist(R3,Ry)).

Intuitively, anobjective function specificatiormeasureshe valueof agentstate®’ by

1. settingu; = max{X;8 | x;0 is groundandO' k= x;6};

2. groundingoutthevaluesof the X;'sin xm,q¢n @andsettingy = X8| x;~6 is ground
andistruew.r.t. O', wherey = {X; = v; |1 < i <n};

3. returningu.

Examples.5 (Valueof the ObjectiveFunction).We continueExample5.1 by consider
ing O, O and®”. Then,for O we havethatv; = 1,v2 = 2,v3 = 1 andthusv = 4.
For O', insteadwe havethatv,; = 4,v, = 8,v3 = 4 andthusv = 16. Thevalueof 0"
isalsol6sincev; = 4,vs = 8,v3 = 4.

6 Relevanceto Other Agent Frameworks
In this paper we have shovn how to definean “error tolerant” agentdecisioncycle

thatcanapplyto IMPACT agentsvhenthey arecorrupted.This decisioncycle allows
theagentto continueprocessinginafectedrequestandconditionswhile repairingthe
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statesothataffectedrequestsnaybe processeeéffectively. A naturalquestiorto askis
how theresultsof this papermmaybe appliedto otheragentframeworks. In this section,
we shav how this maybedonein the context of thefollowing threeagentframeworks:
the Kowalski-Sadriagentframeawvork [18,2(, the Belief-Desires-Intentionalityrame-
work dueto RaoandGeogeff [22] andtherationalagentframeavork dueto Wooldridge
[29]. For furtherframeworks,thisis briefly discussednh Section7.2.

6.1 Kowalski and Sadri’s Unified Agent Ar chitecture

Kowalski and Sadri[18,19 analyzethe similarities and differencesbetweenrational
andreactize agentarchitecturesand proposea unified architecturewvhich aimsto cap-
turebothasspecialcasesAn agentsreasonings capturedvia a proof procedureanda
logic programmingstyle searchengineis usedto reducegoalsto subgoalsn a“ratio-
nal” manner The completeproof reductionproceduregivenin the paperss basedon
theobsenationthatin mary casest is possibleto replacea goalG by anequialentset
of condition-actiorrules R. The problemof controllingthereasoningprocessothatit
works correctlywith boundedesourcesés alsoaddressed.
Theresultingcycle governingthe architectures the following:

1. obseneary inputcomingfrom theervironmentattime T';

2. recordall input;

3. resumethe executionof proof procedurgappliedto the currentgoal statementpy
first propagatingheinput;

4. continueapplyingthe proof procedurdor atotal of n inferencesteps;

5. selectanatomicactionrespectingime constraints;

6. executeary suchactionandrecordtheresults.

The extensionof suchacycleto take errortolerancanto accountmay appearcomple
at first glancebecausentegrity constaints dynamicallyevolve during the execution
of thecycleitself: goalreductionreplacegjoal statementsvith simplergoalstatements
whichhavetheform of integrity constraintsin thecaseof IMPACT agentstheintegrity
constraintareestablishe@ncefor all, andwe madethe sameassumptiorior our error
tolerantextensionof the BDI architecture.

Fortunately despitethe useof the samephrase(“integrity constraint”) Kowalski
andSadrisintegrity constmaints have a differentmeaningthanours:they justrepresent
a conditionto be checled on the currentstate,but they do not needto be necessarily
satisfied. As shawvn in variousexamplesfrom [18] and[19], the proof procedurecon-
tinuesto executewhentheir integrity constraintsarenot satisfiedJeadingto anew goal
which takesthe unsatisfiedntegrity constraintsnto account.

Thus,to avoid confusion,let us supposethat a setof Static Integrity Constaints
areincludedin the knowledgebaseof Kowalski andSadris agentsandlet ussuppose
that theseStatic Integrity Constaints have the samemeaningas IMPACT'’s Integrity
Constaints they are establishetbnceand for all, andif they are violated, a repair
proceduramustimmediatelystart.

The Unified AgentArchitecturecycle may now be modifiedasoutlinedbelow.

% The propagation of input replaceshe currentgoal statementwvith a simplerone, taking into
accounthe obseredinputandtheintegrity constraintsharacterizinghe agents behaior.
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1. obseneary inputcomingfrom theenvironmentattime T,

2. recordall input;

3. checkif the new inputscausesomeviolation to the StaticIntegrity Constaints if
they areviolatedthenstartarepairprocedureasa concurrenthread;

4. evaluateif resumingthe proof procedureof the currentgoal statementfeadsto
someconflictwith thecurrentrepairprocedureif atleastoneerror-tolerantatomic
action(namely anactionwhich is unrelatedo the currentrepairs)turnsoutto be
executable
(a) continueapplyingthe proof procedurdor atotal of n inferencesteps;

(b) selectary error-tolerantatomicactionrespectingime constraints;
(c) executeary suchactionandrecordtheresults.

else,

(a) interruptprocessingnputsandcompletethe repairprocedure.

Thekey obstaclen applyingthisdefinitionis to determinevhatit meandor a“conflict”
to occurbetweerthe proof procedureanda repairprocedureThis canbe addresseth
mary ways.Oneway is to determinewhich atomsareaffectedby therepairprocedure
andwhich onesare affectedby the proof procedureandif thereis anintersectiorbe-
tweenthe two sets,thendeclaringa conflict. A notion of affectednessimilar to that
in our papercanbeused.An alternatve solutionis to simulatein advancewhatshould
occurby goingon with the proof procedureandusingsomesyntacticcheck.

6.2 Raoand Georgeff’'sBDI architecture

The BDI architecturd2?] is basedon the notion of agentsasintentionalsystemg12];
for anexcellentintroduction,se€30]. Thearchitecturas characterizetly thefollowing
structuresasdepictedn Figure2:

N /

S BDI -
Events > Engine Actions >

/ N\
(o}

Figure2. The BDI Architecture

— beliefs whichrepresenthe knowledgeof theagents;

— goals whicharebeliefs,or conjunctionsaanddisjunctionsof beliefs,which mustbe
achieedor testedn the currentstate;

— plans, which containthe proceduraknowledgeof agentsThey arecharacterized
by atrigger, a contet, a body; a maintenanceondition,a setof “successactions”
andasetof “failureactions”;and
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— intentions, which arepartially instantiateglans.
A typical BDI engineis characterizethy thefollowing cycle

1. obsenetheworld andthe agentsinternalstate andsubsequentlyipdatethe event
queue

2. generatepossiblenew planswhosetrigger event matchesan eventin the event
gueueandwhosecontext is satisfied,;

3. selectonefrom this setof matchingplansfor execution;

4. pushtheselecteglanontoanexisting or new intentionstad, accordingo whether
or notthe eventis a (sub)goal,

5. selectan intention stack,take the topmostplan and executethe next stepof this
currentplan:if the stepis anaction,performit, otherwise|f it is asubgoalpostit
ontheeventqueue.

In orderto extendthis agentcycle to handleerrortolerancewe mustmodify steps2, 3
and5 of theabove cycle. In particular we mustchoosean eventfrom the eventqueue
only if it is safeto processt. Likewise,we mustselecta plan for executiononly if it
is safeto executeit, andwe mustselectan intentionstackonly if the next stepin its
topmostplancanbesafelyexecuted.

Let ussupposeahatsomeintegrity constraintdhold while someotherintegrity con-
straintsarecurrentlyviolated,anda repairis beingdoneon the currentstateto recover
to a correctstate.In this casewe may modify steps2,3,and5 of the BDI agentcycle
asfollows:

Step2: Whenis it safeto choosean eventfromthe eventqueu® We saythatan event
is error-tolerantif thereis atleastoneerror-tolerant plan (seedefinitionbelor) among
theplanswhosetriggereventmatcheshe chosereventandwhosecontext is satisfied.
Step 3: Whenis it safeto selecta plan for executior? In orderto decideif a planis
error-tolerant (namely it canbe safelyexecutedwithoutleadingto inconsistenciedue
to therepairswhich arebeingmadeon the state),it is necessaryo evaluatethe conse-
quence®f executingit (beforeactuallyexecutingit). If pushingthe selectedplanonto
anexisting (resp.new) intentionstack,andselectinghis newly modified(resp.created)
stacK leadsto executingan actionwhich could be affectedby somerepair, the planis
noterror-tolerant Giving detailsof whichkind of actionsareaffectedby arepairis out
of thescopeof thispaperHowever, thegoodnewsis thatour definitionsof affectedness
andcorruptednesmaybeadaptedwith somework) to the BDI framework.

Evenif anerror-tolerant planis chosenin step3, it is possiblethatan unsafein-
tention stackis chosenin step5. This may causegproblemsbecausehe actionto be
performedmay interfere currentrepairs.Thus, it is also necessaryo considererror
toleranceof intentionstacks.

Step5: Whenis it safeto selectanintentionstad? As in the previouscase heretoo, it
is necessaryo evaluatetheconsequences executingthenext stepof thetopmostplan
in the stack(beforeactuallydoingso).If theactionto executeis potentiallyaffectedby
somerepair, the intentionstackcannotbe selectedit is not error-tolerant). If atleast

" We canignorethe otherintentionstacksat this point, sincethey will beanalyzedn step5 of
thecycle.
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oneplancanbeselectedor executionin step3, thenthereis atleastoneerrortolerant
intentionstackto chose(the onemaodifiedin step3).

If ata certainmomentthereareno errortoleranteventsin the eventqueuetheexe-
cutioncycle muststopuntil therepairshave beencompletedIf norepairsarecurrently
made,all the eventsin the eventqueueareerrortolerant.Giventhe definitionsabove,
the“error-tolerant” BDI cycleis outlinedbelow:

1. obsenetheworld andthe agentsinternalstate andsubsequentlyipdatethe event
gueueif someviolation of theintegrity constraintsoccurs starta repairprocedure
asaconcurrenthread,;

2. if atleastoneerrortoleranteventexistsin theeventqueue
(a) chooseanerrortoleranteventfrom the eventqueue;

(b) generatgossiblenew planswhosetriggereventmatcheghe chosereventand
whosecontext is satisfied;

(c) selectonefrom this setof matchingplansfor execution,providedthatthe plan
is errortolerant;

(d) pushthe selectedplan onto an existing or new intention stadk, accordingto
whetheror notthe eventis a (sub)goal,

(e) selectan error-tolerantintention stack,take the topmostplan and executethe
next stepof this currentplan:if thestepis anaction,performit, otherwisejf it
is asubgoalpostit ontheeventqueue.

3. elseinterruptprocessingventsandcompletetherepairprocedure.

6.3 Wooldridge’s Computational Multi-Agent System

In chaptert of hisPhDthesis Wooldridge[29] givesaformalmodelintendedo capture
diverseaspect®f avariety of agentsystemsilt is basedn someassumptions:

— agentshave significantbut finite computationatesources;

— agentshave asetof explicitly representeteliefsandareableto reasoraboutthese
beliefsin accordancevith the computationatesourcesffordedto them;

— beliefsareexpressedn somelogical language;

— in additionto being believers, agentscan act in particulay they are capableof
communicativactions

— finally, agentsareableto revisetheir beliefsby meanf a beliefrevision function.

Eachagentin the systemcontinuouslyexecuteghefollowing cycle:

1. interpretany messageeceved;

2. updatebeliefsaccordingo previousactionandmessagénterpretation;
3. derive deductve closureof belief set;

4. derive setof possiblemessageshooseoneandsendit;

5. derive setof possibleactions,chooseoneandapplyit.

Wooldridgedefinestwo executionmodelsfor multi-agentsystemsa synchronous
model,andan asynchronousne.All agentsn the synchronousnodelbegin andend
anexecutioncycle togetherin themorerealisticasynchronoumodel,whereexecution
is interleaved,at mostoneagentis allowedto actat ary fixedpointof time.

A naive errortolerantextensionof his agentcycle maybe definedasfollows:
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. interpretany messageeceved;

. updatebeliefsaccordingto previousactionandmessagénterpretation;

3. checkif thenew beliefsviolatetheagentsintegrity constraintsif they areviolated
thenstartarepairprocedureasaconcurrenthread;

4. derive deductve closureof belief set: if the deductve closuredoesnot contain
beliefswhich interferewith theintegrity constraintsinderrepair then
(a) derive setof error-tolerantmessageshooseoneandsendit;
(b) derive setof error-tolerantactions,chooseoneandapplyit;

5. elseinterruptprocessingecevedmessageandcompletetherepairprocedure.

N

As usual,we areassuminghateachagenthasa setof staticintegrity constraintgo be
satisfiedn ary state By error-tolerant messageandactionswe meanthosemessages
andactionswhich do notinterferewith thecurrentrepairprocedureDeterminingwhen
a belief “interferes” with an ongoingrepairmay be definedby adaptingthe notion of
affectednesgivenin our paperto the caseof Wooldridges syntax.

7 RelatedWork

To our knowledge,therehasbeenno work on error tolerancein agentsystemsAs a
consequenceaye compareour work with relatedwork in otherareas.n the previous
section,we have alreadyshovn how mary of theideasproposedn this paperfor IM-
PACT agentsalsoapplyto otheragentsystems.

7.1 Inconsistencyin databases

Sourcesf informationand servicesare often requiredto satisfyintegrity constraints
(ICs).Whenthe ICs arenot satisfiedthe sourceis in aninconsistenstateandno inter-
actionbetweerthe sourceandits usersshouldtake placeuntil recosery from inconsis-
teng/ hasbeencompletedThoughit is clearthatexcludingusersrom interactingwith
the“consistentpart” of aninconsistentatasources beneficialin practice researcton
providing consistenserviceverinconsistentatasourcesiasnotbeenaswidespread.
Reasoningboutinconsistentiatabasebasbeenstudiedextensively in the context
of “paraconsistenttiatabasesandin the casesof reasoningwith multiple knowledge
based6,25,5]. However, therewasno notion of anagentdecisioncycle — for anagent
thatis acontinuouslyrunningprocesdo steadilyexecuterequestgvenwhile corrupted,
the decisioncycle mustbe modified so that error tolerantprocessingnethodscanbe
incorporatednto thedecisioncycle. Thisis oneof the key contributionsof this paper
An importanteffort to dealwith consistenjueryansweringn informationsystems
with inconsisteniCs wasdoneby Bry [8]. He proposedan approachwhich makesit
possibleto recognizevhetherananswertto aqueryhasbeenderivedfrom possiblycor-
rupteddata.He exploits anotionof localinconsistenyg, formalizedin termsof minimal
logic®. Datawhich causean IC violation is consideredpotentially corrupted.An an-
swerwhich cannotbeestablishedi.e., whichis notderivablein minimallogic) without

8 Minimal logic is a constructiistic wealeningof classicalogic definedin termsof the natural
deductionproof systemby Gentzendeprived of the absurdityrule.
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using somepotentially corrupteddatais calledinconsistentCorversely an answeris
consistentf it canbe computedwithout usingdatainvolvedin IC violation. He shawvs
thatminimal logic suficesasa foundationof queryansweringn positive, definite or
disjunctive, deductve databased-dowever, the problemis not addresseth the context
of anagentsystenthataccesseexternaldatasourcewia codecallsandwhererulesin-
volve actionsanddeonticmodalities Also, theway consistenandinconsistenanswers
shouldbe computeds not addressedThis represents significantdifferencebetween
Bry’s approachandours,aswe have providedalgorithmsto evaluatecorruptedandaf-
fecteditems,andformally provedthattheseitemscorrespondo theintuitive notion of
“corruptednessand“suspiciousnessfesp.“affectedness”.

Arenas,Bertossi,and Chomicki[2] provide alogical characterizatioof consistent
queryansweringn relationaldatabasethatmaybeinconsistentvith thegivenICs. An
answerto a queryposedto a databasehat violatesthe ICs is “consistent, if it is the
sameasthat obtainedfrom ary minimally repairedversionof the databaseA method
for computingsuchanswerandananalysisof their propertiess provided:onthebasis
of aquery@, the methodcomputesusinganiterative procedurea new queryT, (Q)
whoseevaluationin an arbitrary databaséconsistenbr inconsistentstatereturnsthe
setof consistentanswersto the original query Q. T,,(Q) is basedon the notion of
residuein the context of semantiaqueryoptimization.The soundnessf the approach
is proven,aswell asits completenesfor particularICs (binary ICs). Terminationof
computingT,, is alsoguaranteedinderproperconditions.A variantof theT,, operator
is describedn [9], which is provento be sound,terminatingand completefor some
classeof ICs extendingthosein [2]. In [3] the AnnotatedPredicateCalculus(APC)
is adopteda logic whereinconsisteninformation doesnot unravel logical inference
andwherecause®f inconsistenciesanbe reasoneabout. The inconsistentlatabase
is embeddedn APC whichis thenusedto definedatabaseepairsandqueryanswers.
This approachhasbeenusedto help understandhe resultsof [2] andto provide a
moregeneralalgorithmthat coversclasse®f queriesbeyond[2]. The maindifference
betweerthe approachin [2] andoursis theway how consistenanswersareevaluated.
In fact, [2] rewritesa queryso asto take into accountthe ICs, andthenevaluateshe
answer®f therewritten query which areprovedto beconsistenanswer®f theoriginal
one.What we do, instead,is to evaluatewhetherprocessinghe incoming message
involves“unsafe”data:if not, we procesgshe messageasit is (asshavn, this yieldsin
this casethe sameresultsasif the ICswould not beviolated),otherwisewe deferit. A
further complicationin our work is thatwhenan externalrequesis madeof anagent,
theagentstatemaygetmodifiedwhile therepairsaregoingon.

As for repairof constraintviolations,aninterestingapproactasbeenproposedn
[16], wherebasicconceptdfrom model-basedliagnosisare adoptedo discoser mini-
mal setsof simultaneouseasondor violationsof (different)constraintsThesereasons
indicate possiblerepair actionsthat guaranteeslimination of violations. The adopted
repairactionsdependonthe “repair strategyy” whichtheusercanchooseTheproposed
stratgiesaredomainindependenandrangefrom minimalundoor consistentomple-
tion of a violating transactiorup to userinteractionwith the repairprocessA sound
andcompletealgorithmfor enumeratingprossibleminimal repairtransactiongor anin-
consistentlatabasés alsoproposedQOur repairstratgyiesaresimilarto thoseof [16] in
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thatthey allow the userto choosehe stratgy whichis mostsuitablefor herapplication
from an applicationindependentibrary of stratgjies, eventually specifyingpriorities
or preferencedor useduring the repait The interactionbetweenthe userandthe re-
pair processs briefly sketchedn [16], assuminghata suitableernvironmentexists. We
believe that IMPACTcan be suchan ernvironmentas userinteractionwith the repair
procescanbeeasilyperformedn IMPACT's multi-agentsetting.

7.2 Agentframeworks

The problemgtackledandsolvedin this paper namelyhow to let anagentgo on work-
ing evenwhenits stateis corrupted,andhow to ensurethatan agentrecoversfrom a
corruptedstateto an uncorruptedstate,are critical for the agentcommunity Agents
find applicationin domainssuchastelecommunicatiof28], processontrol(e.g.[10]),
electroniccommerceand mary others(seeht t p: / / agent s. unbc. edu/ ) where
thereliability of a multiagentsystemis a key issue.In thesedomainsaswell asmary
others,continuity and recovery propertiesshould be supportedso asto guaranteea
high-quality service.Error toleranceis a must. We are not aware of ary researcton
agentarchitecturesgrvironmentsor formalismswhich allow the developmenbf error
tolerantagents.However, we believe that this is an importantaspectin the ende&or
of building rationalagentswhich shouldmake good (but not necessarilyperfect)de-
cisionsaboutwhatto do in any given situation[30]. In particular if it turnsout that
thereis aninconsisteng, thenthe agentshouldstill be ableto go aheadandtake deci-
sionsandactionswhich seento male senseOf course theremustbe someunderlying
assumptions- for example,that the integrity constraintsare correct.We could imag-
ine thatsomeintegrity constraintis not correct,andwithdrawal or modificationof that
integrity constraintcould remedythe situation.However, if the agenthasthe choice
betweemrmodifying, onthe onehand theagentstateand,on theotherhandiits integrity
constraintswhich arepart of its specificationgiventhatotheragentsor entitiesmight
have unpreventedaccesdo its state theformerseemso be moreplausibleto us. How-
ever, theagentdesigneicouldbeinformedof violationsof theintegrity constraintsand
decidewhethera changeof theintegrity constraintss needed.

Ournotionsof corruptednesandaffectednesareauxiliarytechnicalconceptsvhich
helpedto formalizetheintuition thatactionswhich areunrelatedo errorsmay be still
executedthe peculiaritiesof the frameawork, however, make this a nontrivial task.

Fortunatelytheresultsof the precedingsectionshav how ourtechniquedor error
tolerancemay be adaptedo differenttypesof agentarchitecturesin addition,there
aremary otherworks in the agentcommunitythat are relatedto that proposecdhere.
Shoham[24] was perhapshe first to proposean explicit programminglanguagefor
agentspasedon objectorientedconceptsandbasedon the conceptof an agentstate.
Shoham[24, Section3] statesthata completeAOP (“agentorientedprogramming”)
systemwill have threecomponents.

1. arestrictedformal languagdor describingmentalstate;

2. aninterpretedagentprogrammindanguagewith primitive commandsuchasRE-
QUEST andl NFORM and,

3. an“agentifier”.
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We have alreadyshown, in [14], that IMPACT agentscanexpressmostof Shohanms
AOP framework. Hence,the resultsof this papermay be appliedto Shohams AOP
framework in this way.

Hindriks etal. [17] have developeda deonticallybasedagentprogrammingrame-
work. In their framawvork, anagents mentalstateconsistsof a setof goalsanda setof
beliefs.An agentprogramin their framework consistsof a quadruple(T, Iy, 6o, I")
whereT is atransitionfunction specifyingthe effectsof basicactions,I, is aninitial
setof goals,oy is aninitial setof beliefs,and " is asetof rulesof theform

Head < Guard | Body.

In general,Head is a (potentially) complex formula describinga goal. The syntaxof
goalssupportedy Hindriksetal.[17] allows goalsto beelementaryactions put alsoin-
cludessequentiatompositionsof actions,disjunctive goals,and/orconjunctive goals.
The Guard is alogical formula, while the Body hasthe samestructureasthe head.
While not everythingin Hindriks et al. [17] canbe expressedn IMPACT (andvice
versa) their agentdecisioncycle is very similar to ours,andhencetheresultson error
tolerancemay be appliedto their agentdecisioncycle in muchthe sameway asit is
appliedin this paperto IMPACT's agentcycle. Thisis alsothe casefor agentdecision
makingframeworks suchasthe initial framevorks of Rosenscheiifi23] who wasper
hapsthefirst to saythatagentsactaccordingto statesandwhich actionsthey take are
determinedoy rulesof theform “When P is true of the stateof the ervironment,then
the agentshouldtake actionA.” Their decisioncycle too, is similar to ours.Whena
statechangeoccurs,determinewhatto do basedon therulesinvolved.Hence,in such
adecisioncycle, our notionsof affectednessanbedirectly usedto only allow rulesin-
volving unafectedatomsto beusedto processequestandthesamerepairmechanism
proposedy us may be usedto conductrepairsto the agentstate.This alsoappliesto
the IRMA systemby Bratmanet al. [7], wherethe agentgenerateslifferentpossible
coursef actions(Plans)basedon the agents intentions.Theseplansarethenevalu-
atedto determinavhich onesareconsistenandoptimalwith respecto achieving these
intentions.A cycle similar to ours may be usedthere- in particulatr only plansthat
involve “unaffected”atomsmaybeused.

8 Conclusion

Software agentsprovide a powerful new paradigmfor distributed, collaboratie, and
mobile applications.Software agentsystemsthat build on top of legag/ softwarein
a principledway, andthat supportautomaticcoupling of simple and complex actions
to changesn their environment,have a wide variety of applicationsin e-commerce.
Nonethelesst is dangerougo assumehatjust becausegentsare prototypedusinga
declaratve languagesuchasin IMPACT, they will befree of errors.Prologprograms
over the yearshave not beenerrorfree. The history of programminghasshavn that
bugsin codemustalwaysbeaccountedor.

In an IMPACT basedagentsystem,andfor that matter in arny agentsystemthat
builds ontop of legacy code,bugsmayarisefor oneof severalreasonsFirst, theagent
developermay have written rulesthatdo notaccountor all possiblestatesof theagent
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thatarise.Secondtheagentmaynotbein full controlof its state— thisis truein legag/
applicationswvherethe agentis just onevehicleto accesshelegag/ applications state.
Third, the legagy codeon top of which the agentis beingbuilt may itself have bugs,
causingunexpectedagentstatedo arise.

In this paperwe have takena modesfirst steptoward addressinghis extraordinar
ily difficult problem.Specifically we have proposedor thefirsttime (to ourknowledge)
anagentdecisionalgorithmthathastwo goodfeaturesFirst, it incorporatess method
for the agentto recover from a “corrupted” stateto an “uncorrupted”one. Second;t
allowstheagentto continueprocessingequestgluringsucha recovery/repaimprocess,
aslong assuchrequestareunafectedby theongoingrepairs.

Ourwork maybe seenasa contributionin the endeaor of building rationalagents
[30]. We have shavn how our methodsmay be appliedto variousagentframewnorks,
andin particularto the BDI model.An importantaspecis reasoningaboutthe behar-
ior of agentswhich for the BDI modelhasbeenamply discussecand demonstrated
by Wooldridgeusing LORA (Logic Of Rational.4gents)[30]. It remainsaninterest-
ing issueto seehow errortolerancecanbe modeledin LOR.A, or which extensionis
neededor that. Obsene that LOR.A builds ontop of classicalogic; thus,if theagent
stateandintegrity constraintsvould be modeledassetsof classicalfactsandaxioms,
from a violation of anintegrity constraintwe could concludeeverything;this may be
avoidedusingmethodsrom paraconsisterbgic or suitablebelief operators.

Ourcontributionin this papetis admittedlynota panacedor all problemsnvolving
bugsin agentprogramslt handleshe casewhenagents don't have statussetsdueto
violation of integrity constraintsSuchviolationsmay occurbecausehird partiesare
manipulatingheagents statewithouttheagenthaving arny vetoon suchupdatesilt also
arisesvhentheagentsrulesarenotadequatéo dealwith suchlC violations.However,
thesescenarionly represent small microcosmof the spaceof errorsthat canarise
whenagentsareprogrammedT his formsarich avenuefor futureresearch.

The resultsof this papermay be extendedin future work in mary differentways.
For instance ratherthan consideringaction atomsas affected,we could view action
statusatomsas affected,and determinesuspiciouscodecall atomson the basisof a
syntacticanalysisof the agentprogramssimilar as describedin the this paper Due
to theinterplay of the varioussemanticccomponent®f feasiblestatussetsincluding
deonticconsistenyg, actionclosureandintegrity constraintsthis would provide a more
refinedapproachHowever, its studywould alsobe substantiallynorecomplex.
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A Appendix: Feasible,Rational, and ReasonableStatus Sets

Thisappendixprovidesin succinctform thedefinitionof variousconcept®f statussets
from [14,26], to which thereadeiis referredfor moreinformation.
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Definition A.1 (StatusSet).A statussetis ary setS of groundactionstatusatomsover
thevaluesfrom the type domainsof a softwarepackageS. For ary operatoOp € {P,
Do, F, O, W}, we denoteby Op(S) thesetOp(S) = {a | Op(a) € S}.

Definition A.2 (Operator Appp o, (S)). Let P be an agent program and O be an
agentstate Then,Appp . (S) = {Head(rd) | r € P, R(r,0,S)istrueonO},
whete the predicateR(r, 6, S) is trueiff (1) r6 : A « x& L1 & --- & L, isaground
rule, (2) O = x, ) if L; = Op(a) thenOp(a) € S, and (4) if L; = -Op(c) then
Op(a) ¢ S,forallie {1,...,n}.

Definition A.3 (A-Cl(S5)). A statussetS is deonticand action closed if for every
groundactione, it is thecasethat (DC1) Oa € S impliesPa € S, (AC1) Oa € S
impliesDoa € S, and(AC2) Doa € S impliesPa € S.

For anystatussetS, wedenoteby A-C1(S) thesmallestsetS’ O S sudthatS’ is
closedunder(AC1) and(AC2), i.e., actionclosed

Definition A.4 (FeasibleStatusSet).Let P beanagentprogramandlet O beanagent
state.Then,astatussetS is afeasiblestatussetfor P on O, if (S1)-(S4) hold:

(S1) Appp 0, (S) € S,

(S2) For ary groundactiona, thefollowing holds:Oa € S impliesWa ¢ S, and
Pa € SimpliesFa ¢ S.

(S3) S =A-Cl1(9),i.e., S isactionclosed,

(S4) Thestate®' = condDo (S), O) whichresultsfrom O afterexecuting(accord-
ing to someexecutionstratgy cong the actionsin Do (S) satisfiesthe integrity
constraintsi.e., 0’ |= ZC.

Definition A.5 (Groundedness;Rational Status Set). A statussetS is grounded if
nostatussetS’ # S existssuchthatS’ C S andS’ satisfiecconditions(S1)—(S3) of a
feasiblestatusset.A statussetS is arational statusset if S is afeasiblestatussetand
S is grounded.

Definition A.6 (ReasonableStatusSet).Let P beanagentprogram/et O beanagent
state,andlet S beastatusset.Then:

1. If P is positive, i.e., no negatedactionstatusatomsoccurin it, thenS is areason-
ablestatussetfor P on O, iff S is arationalstatussetfor P on O.

2. Thereductof P w.r.t. S and O, denotedby red® (P, ©), is the programwhich is
obtainedfrom thegroundinstance®f therulesin P over O asfollows.
(a) Remaeeveryruler suchthatOp(a) € S for some—=Op(«) in thebodyof r;
(b) removeall negative literals~Op(«a) from theremainingrules.
ThenS is areasonablestatussetfor P w.r.t. O, if it is areasonablstatussetof the
programred® (P, O) with respecto O.

B Appendix: Safety
A variableis aroot variable, if it doesnot involve deconstructiorof an object.Given

ary variableY (possiblyinvolving deconstruction)is root root(Y) is thevariablewhich
refersto thenon-decomposedbject.
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Definition B.1 (SafeCode Call (Condition)). A codecall S:£(dy, ..., dy) is safeiff
ead d; is ground.A codecall conditiony; & ... & x., n > 1, is safeiff there existsa
permutationr of x1,. .., x, sudthatfor everyi = 1,...,n thefollowing holds:

1. If xx(;) Isacomparisons; op s, then
1.1 atleastoneof sy, s, is a constantbr a variableX sud that root(X) belongsto
RV, (i) = {root(Y) | 3j < i s.t.Y occussin x¢;)};
1.2 if s; is neithera constantor a variable X sud that root(X) € RV,(i), then
s; iIsarootvariable
2. If xr(;) is acodecall atomof theformin(X,(;) , ccr(s)) OF notin(X (1) , cCr(i))s
thentheroot of ead variable Y occurringin cc,(; belongsto RV (i), andeither
Xn(;) Is@rootvariable or root(X.(s)) is from RV, (7).

Intuitively, a codecall is safe,if we canreorderthe codecall atomsoccurringin it
in away suchthatwe canevaluatetheseatomsleft to right, assuminghatrootvariables
areincrementallyboundto objects.

Definition B.2 (SafetyModulo Variables). Suppose is a codecall condition,andlet
X beanysetof rootvariables.Then,y is saidto be safemoduloX iff for an(arbitrary)
assignmené of objectsto thevariablesin X, it is thecasethat x4 is safe
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